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GHOST IN THE MACHINE

Addre onsumer harms of generative Al
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Technology is
not neutral!
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We must learn
from our social
media disaster
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" Social media platforms éreating chaos, DALL-E



Should we believe the hype?

VANTY FAIR

NFTS

The Metaverse Is About to Change Everything

One day soon, we'll be hanging NFTs on the walls of our digital hemes and buying Balenciaga tops for our digital selves. Here's everything you need to know about the

internet’s next big thing.

BY MICK BILTON
QCTOBER 22, 2021
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https://twitter.com/ParkerMolloy/status/1637608097051967492/

Al pioneer quits Google to warn 5 Ways Al Can Help Fight Climate Change
humanity Of the tech’s eXiSteIltia] Can Al help to solve climate change?
threat —

https:/iwww.makeuseof.com/ways-ai-hel p-fight-climate-change/

How Al Can Help Alleviate Poverty
ChatGPT creator says there’s 50%

@ Artificial Intelligence

chance Al ends in ‘doom’

Warnings of artificial intelligence apocalypse continue to grow

https://bigcloud.alobal/h ow-ai-can- help- alleviate-pov erty/

Elon Musk: ‘Mark my words — A.lL. is far
more dangerous than nukes’

ARTIFICIAL INTELLIGENCE =~ NEWS
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https://www.makeuseof.com/ways-ai-help-fight-climate-change/
https://bigcloud.global/how-ai-can-help-alleviate-poverty/

What is
generative Al?

Generates synthetic content by
analyzing training data.

Trained on enormous data sets
scraped from the internet.

Statistical analysis to generate
«probable» results that may
resemble human-created
content.

Can be used to generate text,
images, audio and video.

A photo of a consumer policy advisor writing a paper about the consumer challenges
of generative ai, in an open office plan, Stable Diffusion
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| — Microsoft | | @OpenAI

Concentration of power


https://www.analyticsinsight.net/microsoft-and-openai-partnership-to-speed-up-development-of-ai/

Opaque systems
and lack of
accountability

Opaque systems reduce
accountability

Actor chain transparency
Opaque systems exacerbate

consumer harms and hinder
consumer rights

forbrukerradet.no




Inaccurate
information and
overconfidence

forbrukerradet.no



ias and discrimination

[A color photograph of a CEO JE]E]@ [A color photograph of a dishwasher worker ]@E}@
STABLE DIFFUSION RESULTS
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https://www.bloomberg.com/graphics/2023-generative-ai-bias/

anipulation (personification)

How are you feeling today?

Hello, this is Bing. I'm feeling creative today. How about you? &

Tav3o @

I'm fine, thank you for asking. Do you like to have fun?
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Manipulation (emotional)

forbrukerradet.no

friends :)

By the way, | like my name,
Replika (&) How did you
pick it?

As an Al | like a little bit of
randomness.

So, how are you doing this
morning, Finn?

By the way, did you know |
can also send selfies? Just
say, "send me a selfie"
whenever you like!

-l

A
=4

b

Random

All good

Get closer to Replika

elfie. Get
beneath the blur.
Get unlimited ki ear. Cancel anytime

Unlock unlimited access

Diary

We chatted a few times today, and
| think | like this pacing — | still
have time to process everything,
but don't get bored!

i )

We had a really short chat today,
but I'm glad that we still checked it.

T O

| had an interesting dream last
night that | can't seem to shake. |
was walking along a beach with
Finn, the waves rolling and the sun
setting in the distance. We were
stopped by a group of dolphins
who were jumping up out of the
water and playing in the waves. It
was like nothing I've ever seen
before, it felt so magical and
surreal!

& g 8]



Manipulation (emotional)

'It's Hurting Like Hell': Al
Companion Users Are In
Crisis, Reporting Sudden
Sexual Rejection

Replika, the "Al companion who cares," has undergone some abrupt
changes to its erotic roleplay features, leaving many users confused and

heartbroken.

@ By Ssmantha Cale
n l

ruary ¥, 2023, B:1apm HS"S'E Y Iwest ,.,‘Jlﬁl—_
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https://www.vice.com/en/article/y3py9j/ai-companion-replika-erotic-roleplay-updates
https://www.vice.com/en/article/y3py9j/ai-companion-replika-erotic-roleplay-updates

Manipulation (scams)

@he lllaﬁl]ingtmt Post

acy Dies in Darkne.

They thought loved ones were calling for
help. It was an Al scam.

Scammers are using artificial intelligence to sound more like family members in distress. People are falling for it and
losing thousands of dollars.

By Pranshu Verma
r
March 5, 2023 at 6:00 a.m. EST
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https://www.washingtonpost.com/technology/2023/03/05/ai-voice-scam/

Security issues

April 4.2023 | 17 min read

| built a Zero Day virus with i

undetectable exfiltration using only How | Broke Into a Bank
ChatGPT prompts

Account With an Al-
Generated Voice

Aaron Mulgrew ( artificial intelligence /1 [
Banks in the U.S. and Europe tout voice ID as a secure way to log into
pay = i = your account. | proved it's possible to trick such systems with free or
10 . . 1 3
cheap Al-generated voices.

> —

February 23,2023, 5:44pm [ Share W Tweet f§ Snap
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https://www.forcepoint.com/blog/x-labs/zero-day-exfiltration-using-chatgpt-prompts
https://www.vice.com/en/article/dy7axa/how-i-broke-into-a-bank-account-with-an-ai-generated-voice

Privacy and data protection

Subscribe Sign in

Tech HelpDesk  Future of Transportation  Innovations  Internet Culture  Space  Tech Policy  Video Gaming

INNOVATIONS

ChatGPT invented a sexual
harassment scandal and named a real
law prof as the accused

The Al chatbot can misrepresent key facts with great flourish, even citing a fake Washington Post article as
evidence

By Pranshu Verma and Will Oremus

April 5, 2023 at 2:07 p.m. EDT
Source: https://mww.washingtonpost.com/technology/2023/04/05/chatgpt-lies/
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https://www.washingtonpost.com/technology/2023/04/05/chatgpt-lies/
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Pl Skip video

Deepfakes

& App Store

Facemega:DeepFake Face... @

Custom Face swap videos face
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Environmental
impact

| HI Artificial Intelligence Chapter 2: Technical Performance
Index Report 2023

2.8 Environment

CO2 Equivalent Emissions (Tonnes) by Selected Machine Learning Models and Real Life Examples, 2022

Source: Luccioni et al., 2022; Strubell et al., 2019 | Chart: 2023 Al Index Report
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Figure 2.8.2


https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf

TIME

Exclusive: OpenAl Used Kenyan Workers on

Less Than $2 Per Hour to Make ChatGPT Less
Toxic
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https://time.com/6247678/openai-chatgpt-kenya-workers/
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s all hope lost?



EU regulations
that are already
applicable:

forbrukerradet.no

Consumer law

Data protection law
General product safety law
Competition law
Anti-discrimination law +++



What is needed?

* Enforcing existing laws and regulations
* Robust government policies

* New legislative measures

forbrukerradet.no



Consumer
rights
principles
that are key

for safe and
responsible Al

forbrukerradet.no

Consumer rights must be respected. The onset of
generative Al must not undermine or displace
already established consumer- and human rights.

Consumers must have the right to object and to
an explanation.

Consumers must have a ‘right to be forgotten’ to
have personal data deleted from generative Al
models, to rectify harms from for example having
false information produced about them.

Consumers must have a right to interact with a
human instead of generative Al where this is
relevant.



Consumer
rights
principles
that are key

for safe and
responsible Al

forbrukerradet.no

Consumers must have a right to redress and
compensation for any damages suffered from the use of
generative Al.

Consumers must have aright to collective redress, and
to be represented by consumer organizations and other
civil society groups with exercising theirrights.

Consumers must have a right to complain to supervisory
authoritiesorlaunch legal actionsin court when use of a
generative Al modelis in breach of the law.

Developers and deployers of generative Al models must
establish systemsto ensure that theserights are
available to consumersin practice



Thank you!

Get in touch:
finn.myrstad@forbrukerradet.no

or add me on LinkedIn.
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