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Redeggrelse for Graduated Response-systemet

Indledning

Til brug for det videre arbejde i mpderaekken om h8ndhaevelse af ophavsretten pd
internettet, redegeres i det felgende far de tekniske aspekter bag en mulig lgsning til
bekampelse af ophavsretskraenkelser p& internettet.

Den Igsning, der er implementeret i Storbritannien, bygger p8 et princip der kaides
Graduated Response. Dette udtryk dackker over en automatiseret proces, der har til
form3l gere rettighedshavere i stand til gradvist at sanktionere overfor
Iinternetbrugere, som systematisk foretager ophavsretskraenkelser via en reekke
forskellige fildelingssystemer. I Storbritannien har rettighedshavere og teleselskaber,
som bekendt, indg8et en aftale om indferelse af en ordning, hvorefter
teleselskaberne forpligter sig til at sende en meddelelse til deres kunder, hvis det
konstateres og dokumenteres, at der finder ophavsretskraenkelser sted fra deres
internetforbindelse. Den britiske lgsning er effektueret og kgrer nu over en
preveperiode. Det danske IT specialistfirma DtecNet stdr bag udviklingen og
implementeringen af det tekniske system i Storbritannien.

DtecNet har udviklet software, der er i stand til at agere pd fildelingssystemer p3
samme vilk§r som almindelige brugere af de pdgaeldende systemer. Ved at optraede
som bruger p& netvaerket, kan DtecNets software indsamle tilgaengelige data om
andre brugere af det pdgaeldende fildelingssystem.

Nedenfor falger definitioner af enkelte centrale begreber og dernast en nzermere
redegarelse af de tekniske aspekter af den britiske igsning. Denne redeggrelse er
udarbejdet i samarbejde med DtecNet.



Definitioner

Peer-to-peer systemn: Et peer-to-peer system er et program og dertil hgrende
kommunikationsprotokol, der ggr det muligt for en internetbruger at kommunikere
og udveksie filer med andre brugere af det samme system via internettet. Langt
hovedparten af ulovilg fildeling foregdr i dag ved hjeelp af peer-to-peer systemer.

Protoko!: Feelles for fildelingssystemer er, at de fungerer ved hjalp af en
underliggende protokol. En protokol er en kommunikationsstandard, der muligger
kommunikationen mellem brugere af det pageeldende system. BitTorrent-trafik
foregdr eksempelvis ved hjaelp af en bestemt slags protokol (BitTorrent protokollen).

Hash-vaerdi: En hash-vaerdi kan betegnes som et fingeraftryk for en bestemt samling
data, og benyttes i fildelingsgjemed til at identificere og verificere hele eller dele af
filer, som udveksles p& netvaerket. Selve vaerdien frembringes ved at foretage en
beregning hvori selve fildata indg3r. Enhver fil-hash er ligesd unik som selve filen,
forst3et sdledes at den mindste aandring af filens indhold, vil medfgre en aendring af
den tilsvarende hash-vaerdi.

Klientprogram: For at brugerne af et fildelingssystem kan kommunikere med
hinanden, ma de installere et s8kaldt klientprogram p& deres computer. Denne klient
{programmet) ger det muligt for brugeren at forbinde til 0g kommunikere med andre
brugere af fildelingssystemet, som benytter en klient, der understgtter den samme
protokol.

Agentprogram: Det af DtecNet udviklede software betegnes som et agentprogram.
Agentprogrammet fremstdr pd fildelingssystemet som et almindeligt klientprogram
og andre brugere vil s8ledes ikke blive gjort seerligt opmaerksomme p3 dets
tilstedevaerelse, eller pd nogen mdde kunne skelne det fra andre almindelige klienter.
Softwaren er programmeret til automatisk at indhente oplysninger om brugere og
formodede kraankelser (IP-adresser, filnavne og filernes hash-veerdier).

Teknisk beskrivelse af systemet

Systemet bag Graduated Response bestdr af software (agentprogrammer), der
implementeres pS eksisterende fildelingssystemer. Softwaren kan kommunikere med
andre klientprogrammer, og er tilpasset hver enkelt protokol for de netvaerk, som
underseges.
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Den praktiske sikring af beviser for ophavsretlige krankelser og fremsendelse af
meddelelser til indehaverne af de forbindelser, hvorfra kraenkelserne er foregdet,

sker i tre trin.

1. fsggni konstatering af ophavsretskraenkelser

Indledningsvist udarbejdes af rettighedshaverne lister over, hvilket materiale de
besidder rettighederne til og som de ensker skal indgd i bevissikringen p3
fildelingssystemerne.! Listerne sendes til den part, der skal forestd indsamlingen af
bevismateriale vedrgrende kreenkelserne (i Storbritannien, DtecNet).

Ud fra indholdet pa listerne afspges de forskellige fildelingssystemer for at afgere,
om der findes brugere, der udbyder netop de titler, som rettighedshaverne har
oplistet. Der sendes en automatisk forespgrgsel pa titlerne og fildelingssystemet vil
herefter fortaelle, hvilke IP-adresser der besidder det forespurgte materiale.
Forespgrgslen sendes til den server, eller anden instans i systemet, der er ansvarlig
for at opbevare oplysninger om, hvilke brugere der er tilknyttet netvaerket. Ved
hjelp af agentprogrammet opnds sdledes kendskab til, hvilke brugere der pd det
givne tidspunkt tilgeengeliggar ophavsretligt beskyttet materiale pd det pagzeldende
fildelingssystem.

Oplysningerne (IP-adresse, filnavn, hash-veerdi), der opsamles ved afsggningen, er
oplysninger, der er tilgeengelige for alle brugere af systemet. Det er ikke muligt
aktivt at benytte fildelingssystemet, uden samtidig at gere disse data tilgeengelige for
de gvrige brugere pa@ netvaerket. Det materiale (titler pd film, musik, bgger osv.),
som agentprogrammet kan spore, er udelukkende filer, som de enkelte brugere
positivt har valgt skal veere tilgeengeligt for andre brugere af fildelingssystemet.

Det er ikke muligt at spore, hvilket gvrigt materiale den enkelte bruger har liggende
p§ sin computer elier andetsteds.

2. rificeri f kreenkel

N&r fildelingssystemet har returneret oplysninger om, hvilke brugere der udbyder de
titler, der er opregnet pd rettighedshavernes liste, sker der en verificering af
kraenkelsemne.

! Her anvendes udtrykket bevissikring som daekkende den automatiske indsamling af
oplysninger i forbindelse med ophavsretskraenkelser pa internettet. Der er s8ledes ikke tale om
bevissikring, som udtrykket anvendes i retsplejelovens kapitel 57a.
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Ved at fglge ovennaevnte fremgangsmdde, modtages oplysning om, fra hvilke IP-
adresser det forespurgte materiale udbydes. Ved hjalp af agentprogrammet
etableres dernaest en forbindelse til de forskellige brugere med de oplyste IP-
adresser. Nar der opnds kontakt, vil agentprogrammet foretage en bekreeftelse af, at
der pd den pdgzeldende IP-adresse vitterlig er installeret et klientprogram som
understgtter den relevante protokol.

Efter gennemfgrelse af denne farste verificering vil filen med det ophavsretligt
beskyttede materiale, eller brudstykker af denne afhaéengig af den samlede
datamaengde, automatisk blive downloadet fra brugeren (via dennes IP-adresse).
Herved verificeres det, at brugeren ikke blot er forbundet til netvaerket og p3str at
vaere | besiddelse af det givne materiale, men at der ogsd foretages overfarsel af
data til andre brugere pa netveerket.

Sidelgbende med indsamlingen af data om de enkelte brugeres ulovlige aktiviteter
foretages systematiske downloads af filer, indeholdende materiale som optraeder pd
rettighedshavernes lister, fra de fildelingssystemer, som indgér i lesningen. De
downloadede filer verificeres, enten manuelt ved gennemsyn, eller ved hjzelp af en
teknologi til automatisk genkendelse, s8ledes at deres indhold bekreeftes. Ved
derefter at matche hash-vaerdierne pd de filer, der findes hos brugerne, med de
downloadede og verificerede filer, kan det med fuldsteendig sikkerhed dokumenteres,
at de pagaeldende brugere ulowligt udbyder praecis det materiale, der fremg3r af
rettighedshavernes lister til andre brugere af fildelingssystemet.

3. Oplysningerne samles og sendes til teleselskabet og derefter til kunden

De oplysninger, agentprogrammet automatisk har indsamlet om kraenkeiserne, dvs.
brugerens IP-adresse, filens navn og hash-vaerdi, bevissikringstidspunkt, titel og
kunstnernavn for hver enkel krankelse, indsamies og indleeses i en database eller
sendes pa anden made til teleselskaberne.

Ved at matche IP-adresseoplysningerne og bevissikringstidspunktet med deres egen
kundedatabase, kan teleselskaberne meddele de relevante kunder, at der er

konstateret og dokumenteret ophavsretskraenkelser fra deres internetforbindelse.

Kebenhavn, den 29. august, 2008
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Informationssamfundet

Reprasentanter fra Teleindustrien (Industrien) skal hermed vende tilbage med
Industriens bemarkninger til Kulturministeriets e-mail af 9. juli 2008.

Overordnet er det Industriens opfattelse, at de videre overvejelser om hvordan krankel-
ser af ophavsret pd internettet bedst imedegs ber ske under hensyn til Danmarks og
EU's malsztning om at fremme informationssamfundet i form af bredbandsbaseret
internetadgang.

Det er sdledes vasentligt, at alle borgere sikres adgang til internetbaserede tjenester og
indhold ikke mindst fra offentlige myndigheder. Den danske succes i denne henseende
skyldes ikke mindst kombinationen af tiltag fra det offentlige mht. til at gore attraktive
tjenester tilgeengelige sammen med teleindustriens satsning p4 udbredelse af bredbénd.
Internettet skal derfor beskyttes som et trovardigt medie, hvor den enkelte borger kan
fole sig tryg ved, at retssikkerheden varetages pa lige fod med andre medier som f.eks.
brevhemmeligheden i posten mv.

De forslag, der har varet oppe bl.a. i den europ=iske debat og som ogsi er fremfort i
Danmark, om eksempelvis at sortliste brugere eller afskere brugere internetadgang vil
modvirke denne mélsztning og er pa ingen made proportionale med de hensyn der
sgges varetaget.

Industrien er derfor enig i den klare afvisning af f.eks. den sikaldt ’franske model’, der
skete fra regeringens side i forbindelse med fremlaeggelse af rapport om piratkopiering
fra en tvaerministeriel gruppe, under @konomi- og Erhvervsministeriets formandskab’.

! "Den franske model indebzrer, at en administrativ myndighed kan lukke for folk internetforbindelser.
Dermed gér man udenom domstolene, og der er helt i modstrid med den made, vi ger tingene pa
herhjemme. At begrense folks adgang til internettet ville heller ikke stemme med, vi i stigende grad
beder borgerne om at bruge det til at betjene sig selv og at nettet efterhinden er et nodvendigt redskab.
S$4 bare at lukke for folks internet er vi ikke parate til, « siger erhvervsminister Bendt Bendtsen (C) til
ComON 12.03.08



Udvikling og nye forretningsmodeller

Internettet repraesenterer nye muligheder for distribution af digitalt indhold og nye
tjenester. En fremadrettet bekempelse af ulovlig download ber derfor orientere sig mod
udvikling af nye forretningsmodeller snarere end at fokusere pa teknologiske losninger.

Teknologiske lgsninger har en begrenset konkret effekt, begrenset levetid, rammer
ogsa fuldt lovlige sessioner og er i svrigt ofte, hvilket eksempelvis kan vare tilfzldet
med filtrering, i konflikt med hensyn til sivel eksisterende lovgivning om sikring af
privatsfeeren, som datasikkerhedsregler.

Sidst men ikke mindst skal man gore sig klart, at de teknologiske losninger, der har
veeret dreftet — f.eks. filtrering - vil fjerne netneutraliteten, som er af vasentlig
betydning for tjenestekonkurrencen.

I forbindelse med identifikation af brugere i form af IP adresser er der eksempelvis stor
risiko for at ramme utilsigtet, idet der findes muligheden for at misbruge IP adresser
(‘spoofing’), misbrug af proxy computere eller misbrug af ukrypteret tradles adgang.

Industrien ser det derfor som positivt, at rettighedshaverne representeret ved KODA
har tilkendegivet en fremadrettet indstilling overfor savel nye forretningsmodeller som
bekempelse af ulovligt indhold, der samtidig forventes at ekspandere det lovlige
marked for digitalt indhold og distribution. F.eks. har Koda indgéet en aftale med TDC
om TDC Play.

Akterernes ansvarsomrider

Industrien vil understrege, at Industriens medlemmer stetter bestreebelser pa at
héndhave retten og at krankelse af ophavsret ogsa kan udgere et problem for
Industriens medlemmer. Det er vigtigt at understrege, at internetudbydeme ikke har
gkonomisk interesse i, at deres kunder krenker eventuelle rettigheder i deres fzrden pa
internettet.

Men samtidigt er det for Industrien afgerende, at de forskellige akterer: brugere,
rettighedshavere, internet udbydere/netoperaterer og myndigheder forstar og respektere
de bzrende hensyn og den balance, der altid skal vere til beskyttelse af individet og
handhavelse af rettigheder.

Det flles mél ber efter Industriens opfattelse vare at fremme brugerens adgang til
lovligt indhold pa en méade der er:
e simpel at anvende,
konkurrencedygtig i form af gode tilbud,
sikker,
effektiv i form af lave transaktionsomkostninger

Industriens medlemmer ser derfor deres opgave som ferst og fremmest:

e at investere i den infrastruktur, der er nadvendig for formidling af digitalt
indhold, dvs. at imedekomme et stadigt stigende behov for bandbredde



at tilbyde brugerne sikker bredt tilgeengelig adgang til internettet

at efterleve gzldende lovgivning mht. indgriben over for ulovligt materiale —

hvor ulovlig fildeling eller anden krenkelse af copyright kun er en delmangde
e at efterleve retsafgorelser hurtigt og effektivt

Med udgangspunkt som transporterer af data og formidlere af internetadgang kan det
derimod ikke vare en opgave for Industriens medlemmer at:

o aktivt udfere overvagnings- eller filtreringsaktiviteter med henblik p4 at
detektere eller afskaere trafik der maske - maske ikke indeholder
rettighedskrankelser

o pitage sig ansvar for i hvert enkelt tilfelde at vurdere og afgere, om et givet
indhold eller en given aktivitet er ulovlig

e agere i forhold til situationer, hvor der er sket pastidede ulovlige handlinger, men
hvor der ikke foreligger en afggrelse fra domstolene eller anden relevant
myndighed, der afger skyldsspergsmalet

e hindtere data i forhold til eventuelle ulovlige aktiviteter, idet hindteringen kan
udgere brud pd databeskyttelseslovgivning (jf. nedenfor om EU lovgivning)

e pétage sig skonomiske byrder i forhold til tvister mellem tredjeparter.

Industrien finder sdledes ikke, at den sammen med rettighedshaverne er rette part til at
indg aftaler om overvagning og detektering, som tilsidesztter de hensyn til individet,
som EU-reguleringen foreskriver.

Hyvis balancen mellem individet og skonomiske interesser enskes forrykket, er det et
spergsmal af sa principiel og vasentlig karakter, at der skal tages eksplicit politisk
stilling hertil gennem lovgivning ved at palzegge internetudbyderne at varetage
musikindustriens kommercielle interesser gennem en lebende overvagning og lukning
af den enkelte interetbruger.

Med andre ord skal det sdledes vare op til de politiske beslutningstagere at aftklare, om
danske regler skal fravige den balance, der er skabt gennem EU-reguleringen.

Nér der identificeres ulovlige aktiviteter pd internettet er det primaert
rettighedshaverens ansvar at bringe spergsmalet for relevant myndighed. En
rettighedshaver vil altid beskytte sine rettigheder mest effektivt ved at gi direkte efter
den person eller myndighed, der krenker disse rettigheder. De seneste sager om f.eks.
Pirate Bay, hvor en internetudbyder er blevet sat pa anklagebanken i Fogedretten med
henblik pa at blokere for sine kunders adgang til denne hjemmeside, er eksempler pa en
ineffektiv symptombehandling — ikke en effektiv og varig lesning pa problemerne med
ulovligt materiale pé internettet.

Ansvaret for ulovligt indhold pa internettet ligger imidlertid ikke hos
internetudbydeme. Det er ikke et privat internetselskabs rolle at fungere som
“internetpoliti” — herunder at skulle overvige og vurdere indholdet af borgernes farden
pa internettet.



Det er derfor vigtigt, at sdfremt der identificeres ulovlig adfard eller aktiviteter, ber
disse bringes for relevant myndighed, og det vil her vare Industriens medlemmers
opgave at implementere myndighedens afgerelse. Industrien har stor forstielse for, at
der kan vare behov for at effektivisere en sddan behandling og sikre, at denne instans
er udstyret med den relevante kompetence.

Industriens medlemmer lukker for adgang, nér der ligger en afgorelse fra en
myndighed. Hvis en domstol som resultat af en retssag mellem en rettighedshaver og
en péstéet kraenker ndr frem til, at der skal lukkes for adgangen til en konkret
hjemmeside, vil internetudbyderne selvfalgelig efterleve afgerelsen og medvirke til, at
dette bliver gjort.

Det er vigtigt for Industrien, at der ved spergsmaélet om mulige tekniske indgreb
overordnet tages afszt i folgende tre grundleeggende spergsmal:

1. Hvordan identificeres den pastdende kreenkende handling?

2. Hvordan foretages der en objektiv konstatering af, at der er tale om en
krankelse af rettigheder?

3. Hvilke midler findes der til at hindre en konstateret krankelse?

Dermed kan de nedvendige pramisser for den efterfolgende diskussion af mulige
lesningsmodeller tilvejebringes.

En besvarelse af disse spergsmdl skal samtidig indeholde en stillingtagen til savel
juridiske og tekniske forhold samt en placering af hvem, der har ansvar for hvad og i
hvilket omfang,

Under respekt af ovenstdende fremgér Industriens svar pa Kulturministeriets spargsmal
af 9. juli 2008 af bilag 2.

For sd vidt angdr omkostninger, er det vanskeligt at oplyse, hvad disse vil vare, da det
endnu er uafklaret, hvilken lgsning en estimeret omkostning vil relatere sig til. Det skal
dog bemarkes, at de organisatoriske, tekniske og ekonomiske konsekvenser ikke
kendes ved nogen af de lgsninger rettighedshaverne ensker indfert.

Forholdet til EU regulering
I forbindelse med internetudbydernes rolle er det vigtigt at vare opmarksom pi den
gzldende EU-regulering.

Der ma efter den gzldende EU-regulering ikke foretages en general overvigning og
scanning af indhold af personers kommunikation.

Mere konkret henvises der til direktiv af 2000/31/EF af 8. juni 2000 om visse retlige
aspekter af informationssamfundstjenester, navnlig elektronisk handel i det indre
marked (”Direktivet om elektronisk handel”).



Af direktivets artikel 12-15 fremgér blandt andet, at medlemsstaterne ikke ma palegge
tjenesteyderen en generel forpligtelse til hverken at overvage den information, der
fremsendes eller oplagres, eller til aktivt at undersege forhold eller omstzndigheder,
der tyder pa ulovlig virksomhed. Det vil sige, at der p4 EU-niveau eksisterer et klart
overvagnings- og detekteringsforbud. Det fremgar ligeledes af direktivet under hvilke
omstzndigheder en tjenesteyder kan geres ansvarlig for indholdet kan geres ansvarlig
for indholdet, og fér pligt til at handle uden retsafgorelse.

Hvor der ikke er tale om overvagning, men om afskering og begransning af adgangen
til internettet pa grundlag af andre kriterier, som f.eks. filtype, er situationen, at der
blokeres for kommunikation uden konkret at vide eller sandsynliggere, om der foregér
noget ulovligt. Ogsa dette vil vere i strid med ovenstdende EU-regulering.

Det bemarkes i gvrigt, at den geldende EU-regulering er udtryk for, at der politisk har
veret foretaget en vurdering og beslutning om balancen mellem hensynet til individet
og hensynet til rettighedshaverne.

Denne balance kan ikke forrykkes gennem en aftale indgdet mellem to private parter.

Retshindhzsevelse

Safremt en rettighedshaver faler sine rettigheder krnket, m4 rettighedshaveren
henvende sig til den formodede kraenker, idet sagen rettelig er et anliggende mellem
den krenkede og krankeren.

De seneste sager om piratkopieret materiale pa internettet har beklageligvis haft den
uheldige konsekvens, at intemetudbydeme er blevet sat pd anklagebeenken i retssager
(fogedforbudsager) indledt af IFPI.

I sidanne sager bliver internetudbyderne tvunget til at blive en aktiv part i sagen og
tage stilling til, om en konkret hjemmeside indeholder ulovligt materiale, og om der
derfor skal lukkes for adgangen til denne hjemmeside.

Denne fremgangsmade — som IFPI foreslar — er retssikkerhedsmassigt betznkelig, da
internetudbyderen hverken har den fomedne viden om den pigzldende hjemmeside
eller reel interesse i at bruge ressourcer pé at imedega en lukning.

En eventuel ukritisk efterkommelse af eventuelle kreenkedes anmodninger om
nedlukning af konkrete hjemmesider/internetforbindelser, vil siledes kunne medfere
nedlukning af sider eller forbindelser i forhold til materiale, der objektivt set ikke er
kreenkende eller adfeerd, der ikke i strid med gzldende lovgivning. For at denne
situation kan undgds, vil det forudszatte, at den internetudbyder, der modtager
henvendelsen fra den pastiede kreenkede part, aktivt involverer sig i sagen og foretager
en afvejning af, hvorvidt den konkrete handling efter internetudbyderens vurdering er
en kreenkende lovstridig handling. Denne situation er naturligvis ud fra et
retssikkerhedsmassigt synspunkt ikke enskvaerdig.



Ligeledes er fremgangsmaden retssikkerhedsmassig betankelig, da der ved sagen
treeffes afgorelse om, at en person eller virksomhed formentligt overtreeder
lovgivningen og krenker en rettighed, uden at den pastdede kranker overhovedet er
varslet og repraesenteret i sagen.

Dermed strider IFPIs nuvaerende fremgangsméde grundlzeggende mod det almindelige
princip, som gelder i dansk ret, om at parterne hver is&r ma serge for en tilstreekkelig
belysning af sagen, og mod det fundamentale princip om, at enhver har ret til at give
mede i sin egen sag. Internetudbyderne skal s at sige vealge side mellem
rettighedshaverne (IFPI) og indehaverne af den konkrete hjemmeside. Vel at marke
uden, at der forud for denne retssag af en uvildig myndighed er taget stilling til, om
indholdet pa hjemmesiden er kendt ulovligt af enten en offentlig myndighed eller en
domstol.

Ved fogedsager nedlagt overfor intemetudbyderen og ikke den pastiede kraenker vil
den proportionalitetsvurdering, der normalt foretages efter retsplejeloven, samtidig
vere indholdsles, fordi vurderingen sker i forhold til internetudbyderen. Resultatet i
sagen vil derfor med stor sandsynlighed altid falde ud til fordel for forbudet. Med andre
ord der kan ikke foretages en saglig proportionalitetsvurdering over internetudbyderen,
der formelt set ikke er det rette subjekt i sagen.

Den nuvarende ordning med at anvende forelgbige retsmidler rummer siledes
alvorlige problemer.

Lesningen pa problemet med piratkopiering pé internettet er ikke, at internetudbyderne
bogstaveligt talt bliver sat pa anklagebanken, nir en organisation som IFPI vil have
lukket for en hjemmeside et sted i Europa. Det er i den forbindelse vigtigt at huske, at
internetudbyderne ikke har kontrol med eller indflydelse pa, hvad der befinder sig p&
forskellige hjemmesider verden rundt.

IFPI, der repraesenterer en rekke rettighedshavere i Danmark, er som bekendt en privat
organisation. Internetudbyderne kan ikke ved henvendelser fra private pétage sig den
rolle at agere "dommere” i civilretlige tvister. I dag er konsekvensen af ikke at patage
sig denne private dommerrolle, at intemetudbyderen medes med krav om fogedforbud
og skal tage aktiv part i sddanne sager, jf. ovenfor, herunder anvende betydelige
ressourcer herpd. Udover det principielt forkerte heri kan nevnes, at der i sddanne sager
kan vare en lang rekke uoplyste omstendigheder som i praksis kan umuliggere en
vurdering af tilstedevarelsen af en krenkelse, idet der eksempelvis ogsa pa Internettet
eksisterer en stor mangde lovligt materiale. I den forbindelse er det ogsa veerd at
bemarke, at internetudbyderne risikerer at blive medt med erstatningskrav fra
hjemmesideindehavere, hvis hjemmesider der er blevet sparret for, sdfremt en sidan
sparring trods henvendelse fra eksempelvis IFPI til internetudbyderne, viser sig at vere
uberettiget.

Retspraksis
Der har de seneste ar vaeret flere domstolsafgerelser, hvor spergsmalet vedrerende
krznkelser pa internettet er blevet behandlet. I den forbindelse kan eksempelvis nzvnes



sagen vedrerende tvindalert.com (dom afsagt af @stre Landsret den 30. januar 2008),
vedlagt som bilag 1, hvor internetudbydere har siddet pa anklagebaenken. I sagen
vedrarende tvindalert.com blev internetudbyderen frifundet idet internetudbyderen ikke
fandtes ansvarlig for retsstridigt materiale, der ligger pa andres web-sites. I den
forbindelse blev det fremhzavet, at internetudbyderen ikke har nogen indflydelse pa
indholdet pa hjemmesiden og at internetudbyderens rolle alene er af teknisk karakter.

Berneporno

Kulturministeriet sperger hvad teleselskaberne i dag ger i relation til bernepomo. I den
forbindelse er det vigtigt at fremhave, at der er betydelig forskel pa omradet for
bernepomo og krznkelser af ophavsretlige rettigheder. Det viser sig tydeligst derved, at
der i sager om bgrnepomo ikke er tale om tvister mellem anerkendelsesvardige
modsatrettede interesser. Det er havet over enhver tvivl, at berneporno skal bekampes
— og at der derfor ingen hensyn til det kreenkende materiale er at tage.

Udover at berneporno er et anliggende der henherer under strafferettens omride, mens
ophavsretlige krankelser er en civilretlig tvist mellem to private, er
beskyttelseshensynet i disse typer sager vidt forskelligt. Derudover er det netop pa
berneporno omréidet ikke internetudbyderen, der foretager en vurdering af, hvorvidt et
bestemt indhold er ulovligt. Internetudbyderne handler her efter instrukser fra
Rigspolitiet, der i samarbejde med Red Barnet foretager vurderingen af et indholds
lovlighed. Sdfremt internetudbyderne fra anden side métte blive gjort opmaerksom pé
web sites, der indeholder formodet berneporno retter internetudbyderne henvendelse til
Rigspolitiet, der foretager den fornedne vurdering.

Det vedtagne kodeks vedrerende bgrneporno findes her:

http://www.teleindustrien.dk/billeder/Brancheafialer/K odekser/Retningslinier2007.pdf

DNS spzerring
I de tilfzlde hvor Industriens medlemmer foretager en sparring for adgangen til
ulovligt materiale, sker dette ved en DNS spzrmring.

Ved DNS sparring forstas:

DNS systemet er Internettets telefonbog, og bruges til at overscette
servernavne/URL ’er til IP adresser, pd samme mdde som en telefonbog kan
"overscette” et navn til et telefonnumer, f.eks.

www.tdc.dk = IP adresse 80.160.79.24
Ole Olsen = telefonnummer 8731 1111

DNS systemet bestdr af 2 type af servere — rekursive og authoritative
servere. De autoritative servere svarer til de enkelte teleselskabers
nummerdatabase, f.eks. TDCs nummerdatabase, der altid er 100%



opdateret med korrekte navne og numre pé TDC'’s kunder, men ikke
indeholder nogen oplysninger om kunder hos f.eks. Telenor.

Den rekursive DNS server opdateres lobende med data fra de authoritative
servere pd samme mdde som nummerdatabasen hos f.eks. 118 eller De
Gule Sider lobende opdateres med information fra alle teleselskaber. Den
rekursive server kan altsd svare pd numre, uanset hvilket teleselskab
kunden benytter, men til gengeeld garanteres det ikke, at oplysningerne er
100% opdaterede.

Den losning sikrer, at man altid kun skal sperge et sted, og man aflaster de
bagved liggende nummerdatabaser markant.

1 praksis overfores oplysninger fra de autoritative servere til de rekursive
servere forste gang, der sporges pd et servernavn, der ikke kendes af de
rekursive servere.

Nar man onsker at frafiltrere bestemte servernavne/URL ‘er, ligges der en
liste ind pd de rekursive servere indeholdende de blokerede navne. Det
betyder, at hver gang en kunde sparger om et servernavn, checkes listen
altid forst. Hvis navnet fremgdr af listen, gives der et svar, der indeholder
IP adressen pa den server, der viser STOP siden. Hvis ikke navnet fremgdr
af listen, besvares sporgsmalet som normalt.

Det svarer altsa til, at hvis en kunde ringer til oplysningen og beder om
telefonnummeret pa en bestemt person, sé checker medarbejderen hos
oplysningen forst en liste med navne pa personer, som ikke ma kontaktes,
og hvis navnet optreeder pa listen, oplyses et telefonnummer til en
talemaskine, der oplyser at den onskede person ikke kan kontaktes.

---00000---

Industrien skal i gvrigt bemarke, at Industrien med interesse har noteret sig, at
Kulturministeriet den 9. juli har modtaget bemerkninger fra Forbrugerridet, der i
lighed med TI's henvendelse af den 1. juli 2008 understreger behovet for, at
problemstillingen vedrerende ophavsret og hdndhevelsesmuligheder p4 internettet skal
ses i et bredere perspektiv end blot som et spergsmal om mulige tekniske indgreb.

Safremt Kulturministeriet méatte have spergsmal eller ensker uddybning af
ovenstdende, star Industrien naturligvis til rddighed herfor.

Vi ser frem til et opfelgningsmede 1 Kulturministeriet.



Bilag 1 Ostre Landsrets dom af 30. januar 2008 vedrerende Tvindalert

Bilag 2 Industriens svar pA Kulturministeriets spgrgsmal af
9. juli 2008

Pa vegne af TI, ITEK og IT-Branchen og
Med venlig hilsen

Jens Ottosen-Stett
Formand for TI
Juridisk direkter i Telia



OSTRE LANDSRETS 22. AFDELING

Den 30. januar 2008

Advokat SO
Martin Dahl Pedersen
Sundkrogsgade 5 0 1 FEB. 1008

2100 Kebenhavn @

Vedrerende J.nr. 22. afd. B-324-07 (Deres j.nr. )

1) Simon Lichtenberg

2) Trayton Timbers Limited

3) Shanghai Trayton Trading Co. Ltd.

4) Shanghai Trayton Furniture Co. Ltd.

5) Shanghai Trayton Computer Systems Co. Ltd
6) Trayton Holdings Ltd.

(advokat Michael Christiani Havemann)

mod

TDC A/S

(advokat Martin Dahl Pedersen)

Det meddeles herved, at domsafsigelsen i ovennaevnte sag, som var fastsat til den 4. februar
2008, fremskyndes, siledes at der afsiges dom

torsdag den 31. januar 2008 kl. 13.00.

Anni Jyficker
kontorfuldmeaegtig

Bredgade 42, 1260 Kobenhavn K - TIf. 33 97 02 22 - (Fax. 33 14 58 22) - E-mail. 22.afdcling@oestrelandsretdk - Cvr.or. 67765516



OSTRE LANDSRETS 22. AFDELING

Advokat

Martin Dahl Pedersen
Sundkrogsgade 5
2100 Kebenhavn @

Vedrorende J.nr. 22. afd. B-324-07 (Deres i.or. ):

1) Simon Lichtenberg

(advokat Michael Christiani Havemann)
2) Trayton Timbers Limited

(advokat Michael Christiani Havemann)
3) Shanghai Trayton Trading Co. Ltd.
(advokat Michael Christiani Havemann)
4) Shanghai Trayton Furniture Co. Ltd.
(advokat Michael Christiani Havemann)
5) Shanghai Trayton Computer Systems Co.Ltd
(advokat Michael Christiani Havemann)
6) Trayton Holdings Ltd.

(advokat Michael Christiani Havemann)
mod

TDC A/S

(advokat Martin Dahl Pedersen)

Vedlagt fremsendes dom afsagt den 31. januar 2008.

Med venlig hilsen

Anni Jupicker

kontorfuldmeegtig

Den 31. januar 2008
Init AJ

0 1 FEB. 2008

Bredgade 42, 1260 Kebenhavn K - Tif. 33 97 02 22 - (Fax. 33 14 58 22) - E-mail. 22 afdcling@oestrelandsretdk - Cvr.ar. 67765516



B032400E - BES/AJ

UDSKRIFT
AF
OSTRE LANDSRETS DOMBOG

DOM

Afsagt den 31. januar 2008 af Ostre Landsrets 22. afdeling
(landsdommerne Black, Taber Rasmussen og A. Bagge-Jergensen (kst.)).

22. afd. a.s. nr. B-324-07:

1) Simon Lichtenberg

2) Trayton Timbers Limited

3) Shanghai Trayton Trading Co. Ltd.

4) Shanghai Trayton Furniture Co. Ltd.

5) Shanghai Trayton Computer Systems Co. Ltd
6) Trayton Holdings Ltd.

(alle advokat Michael Christiani Havemann)
mod

TDC A/S

(advokat Martin Dahl Pedersen)

Kobenhavns Byrets dom af 18. januar 2007 (6E-4341/2006) er anket af Simon Lichten-
berg, Trayton Timbers Limited, Shanghai Trayton Trading Co. Ltd., Shanghai Trayton
Fumniture Co. Ltd., Shanghai Trayton Computer Systems Co. Ltd. og Trayton Holdings
Ltd. med folgende pédstande som for byretten:

1. Indstzvnte idemmes sterst mulig straf i medfer af straffelovens § 267.
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2. Indstevnte tilpligtes til appellanterne at betale godtgerelse for tort i medfer af er-
statningsansvarslovens § 26 p& 120.000 kr. med tilleg af sezdvanlig procesrente fra

sagens anleg.
3. De ®resforn@rmende sigtelser mortificeres i medfer af straffelovens § 273, stk. 1.
4. Indstevnte tilpligtes til appellanterne at betale et af retten fastsat beleb til dekning
af omkostningemne ved kundgerelse af dommen i medfer af straffelovens § 273,
stk. 2.

Indsteevnte, TDC A/S, har pastiet stadfestelse.

Sagsfremstilling:

Indstzevnte “hoster” en hjemmeside, www.tvindalert.com, der indeholder en rekke ytrin-

ger, der efter appellanternes opfattelse er ®rekrsenkende.

Under overskriften "Who we are”, dateret 2002 og 2003, er anfert falgende pa hjemmesi-

den:

114

Michael Durham — UK. British journalist

Marianna Maver — USA. American former employee of the Tvind-run Interna-
tional School

F:l;ede Jakobsen — Denmark. Danish journalist

iijthara Hecksher — USA co-author ...

"

Hjemmesiden har efter det oplyste tidligere veret "hostet” af en britisk internetudbyder,

som efter henvendelse fra appellanterne valgte at lukke hjemmesiden i sommeren 2004,

Kulturhistorisk Arkiv ved Frede Farmand (som er identisk med den navnte Frede Jakob-

sen) bad herefter indsteevnte om at *hoste” siden.

Af indstsevntes almindelige handelsbetingelser fremgar bl.a.:

8. Lovlighed m.m.
Produkter og tjenester omfattet af den indgiede aftale ma kun benyttes til lov-
lige formél og m4 pé ingen méde i deres anvendelse kreenke en eventuel tred-



jemands rettigheder. Kunden har séledes ansvaret for, at de af kunden udbudte
tjenester til hver en tid er i overensstemmelse med den pa omrédet gzldende
lovgivning, og at disse ikke kreenker en eventuel tredjemands rettigheder.

Bliver TDC gjort opmerksom pé, at en Kunde udgver ulovlige aktiviteter, vil
ydelser indeholdt i den indgdede aftale med omgéende virkning blive taget ud
af drift....”

Ved segning pa internettet i april 2005 blev appellanterne opmarksomme p4, at siden

www.tvindalert.com nu blev “hostet” af indstavnte.

Appellanterne rettede gennem advokat henvendelse til indstzvnte ved skrivelse af 10. maj
2005 og anforte bl.a., at hvis indstzvnte sad henvendelsen overherig, métte det paregnes,
at der blev indledt sdvel straffe- som erstatningssag i anledning af hjemmesidens injurie-
rende og skadevoldende indhold. Skrivelsen gengav konkrete passager, som appellanterne
fandt eerekreenkende, idet det efter appellanternes opfattelse bl.a. blev insinueret, at de var
involveret i ulovlige aktiviteter, herunder i form af hvidvaskning, at appellanternes aktivi-
teter blev mistzenkeliggjort ved pastande om at vaere Tvind-styret”, og at motiverne til
appellanternes selskabsetablering p4 Isle of Man var mistenkelige.

Indstzvnte svarede ved skrivelse af 14. juli 2005, at man efter en gennemgang af hjemme-
siden ikke pé det foreliggende grundlag kunne afgere, om indholdet pa kundens internetsi-
de var retsstridigt. Endvidere anforte indstzevnte, at oplysningemne p& hjemmesiden i avrigt
var underbygget med henvisninger til en reekke avisartikler, og at mange af udsagnene
fremstod som citater eller referater af indholdet heraf. Indstaevnte anferte tillige, at et sags-
anleeg mod indstzvnte ikke syntes at vere et adakvat retsskridt, og at indsteevnte var ind-
stillet pa at blokere for hjemmesiden, hvis appellanterne i en sag mod kunden matte opnd

dom for, at hjemmesiden var retsstridig.

Pa indsteevntes foranledning meddelte Kulturhistorisk Arkiv ved Frede Farmand indsteevn-
te ved skrivelse af 10. august 2005, at man ikke mente at have handlet retsstridigt. I en rap-
port pa 52 sider fremkom Frede Farmand med specifikke bemerkninger til appellanternes

indsigelser.

Indstavnte rettede herefter ved skrivelse af 12. august 2005 henvendelse til appellanternes
advokat og anferte, at redegorelsen illustrerede, at det i hvert fald ikke var &benlyst, at op-

lysningerne pd hjemmesiden var zrekreenkende eller p4 anden méde retsstridige, og at det
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ville kraeve en omfattende bevisferelse, hvis dette skulle afdekkes nermere. Indsteevnte
fastholdt, at det pa det foreliggende grundlag ikke var muligt at vurdere, om oplysningemne
pé hjemmesiden var retsstridige.

Den 13. september 2005 indgav appellanterne begeering til Kebenhavns Byrets Fogedret
om nedleeggelse af forbud.

Ifelge fogedrettens retsbog fra 30. juni 2006 forklarede Simon Lichtenberg bl.a.:

»...at Trayton aldrig har veeret involveret i pengevask eller skattesnyd, som det
antydes pd Tvindalert. Trayton er ikke involveret i noget som helst ulovligt, og
han har aldrig selv gjort noget ulovligt...

Han har heller ikke vaeret involveret i den straffesag, der verserer mod Amdi
Petersen m.fl. i Danmark.

Hjemmesiden Tvindalert er meget skadelig for hans og Traytons virksomhed.
Siden er pa engelsk og indeholder pastande, der er usande og negative om ham
og Trayton. Det er edelaeggende iser for hans muligheder for at finansiere
virksomheden.

Han har dog ikke anlagt sag mod nogen af de journalister, der har skrevet pa
hjemmesiden... Han har heller ikke anlagt sag mod Tvindalert eller de perso-
ner, der bidrager til hjemmesiden, ligesom han ikke har anlagt sag mod Frede
Farmand eller Kulturhistorisk Arkiv.

»
.e

Endvidere fremgér af fogedrettens retsbog, at vicedirekter hos indsteevnte Susanne Dolberg
bl.a. forklarede,

”...at TDC A/S blot er host for hjemmesiden tvindalert. TDC A/S tildeler deres
kunder en lille del af en server, hvor hjemmesiden s4 ligger. Kunden kan rade
over hjemmesiden, som kunden selv vil. De, der stir bag hjemmesiden tvinda-
lert, har séledes selv lagt indholdet ind pa deres del af serveren. TDC A/S har
ikke haft noget at gare med indholdet. De har omkring 10.000 hjemmesider af
denne type. Hertil kommer en reekke andre produkter, siledes at de hoster i alt
ca. 70.000 hjemmesider.

’H)C A/S kan ikke patage sig at vurdere, om en ytring er ulovlig.

Grunden til, at de ikke har lukket hjemmesiden efter at have modtaget henven-
delsen fra rekvirenterne, er, at de mener, ytringsfriheden skal varetages. ...”
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Ved fogedrettens kendelse af 30. juni 2006 blev begeringen om fogedforbud neegtet frem-
me. Appellanterne kzrede kendelsen til @stre Landsret, hvor Simon Lichtenberg forklare-
de bl.a. felgende:

»

Pa de omhandlede internetsider blandes alt sammen, hvilket giver indtryk af, at
han og hans virksomheder er en del af noget ulovligt. Dette har affedt en me-
dieinteresse i Sverige og har kostet ham IKEA som kunde... Han har undladt at
forfolge sagen i relation til den danske presse, idet omtalen her ikke har haft
betydning for hans virksomhed.

Ved kendelse af 11. oktober 2006 tiltradte @stre Landsret, at forbudsbegeeringen var neg-
tet fremme. Landsretten anfarte bl.a. felgende:

De karendes pastand hviler pa en forudsetning om, at indholdet p4 den om-
handlede internetadresse med tilherende undersider er af en sidan krenkende
karakter, at der foreligger en overtreedelse af § 267 i straffeloven.

Om der foreligger en sddan krankelse vil normalt skulle afgeres under en straf-
fesag i den civile retsplejes former mod den fysiske eller juridiske person, der
har talt eller handlet kreenkende, og hvor den pagasldende har mulighed for at
fore sandhedsbevis for eventuelle strafbare sigtelser, jf. straffelovens § 269.

Der er ikke afgivet forklaringer for landsretten.

Paternes synspunkter:

Parterne har i det vasentlige gentaget deres procedure for byretten.

Appellanterne har herunder anfort, at det i pastand 2 nzvnte beleb pa 120.000 kr. svarer til
en godtgerelse pé 20.000 kr. til hver af appellanterne, og at det i pastand 4 krevede belgb

passende kan fastseettes til 20.000 kr.

Parterne har herudover pd landsrettens anmodning fremsat deres bemerkninger vedrerende
pétalefristen i straffelovens § 96.
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Appellanterne har herom gjort geldende, at bestemmelsen ikke skal pdses af retten ex offi-
cio. En privat straffesag fores i den borgerlige retsplejes former, jf. retsplejelovens § 989,
og indsigelser om overskridelse af patalefristen er preekluderet. I anden reekke har appel-
lanterne gjort geeldende, at de omtvistede udsagn ogsé var tilgengelige pa internettet ved
sagens anleeg, og at fristen som folge heraf ikke kan tage udgangspunkt i et tidligere tids-
punkt end sagens anleg. Endvidere har appellanterne anfort, at der, sifremt fristen m4 an-
ses for at lobe fra 10. maj 2005, er indgivet fogedforbudsbegering, hvilket af procesgko-
nomiske grunde m4 sidestilles med et fristafbrydende sagsanleg.

Indstavnte har gjort geeldende, at landsretten skal pase bestemmelsen ex officio. Endvidere
har indsteevnte anfort, at fristen ma anses for overskredet.

Landsrettens begrundelse og resultat;

Den 10. maj 2005 anmodede appellanterne indstaevnte om at blokere adgangen til hjemme-
siden, idet man fandt sidens indhold injurierende og skadevoldende. P4 dette tidspunkt
havde appellanterne féet sddan kundskab, at de havde tilstrezkkeligt grundlag for sagsan-
laeg. Patalefristen i straffelovens § 96, som skal pases ex officio, kan derfor ikke regnes fra
noget senere tidspunkt end den 10. maj 2005. Da sagen ikke er anlagt inden fristens udleb,
og da forbudsbegzringen til fogedretten ikke kan sidestilles med et fristafbrydende sagsan-
laeg, er adgangen til privat patale bortfaldet.

Herefter frifindes indstaevnte for appellanternes pastand 1 om straf.

Péastand om tortgodtgorelse for en erekreenkende udtalelse pa en hjemmeside m4 i almin-
delighed nedlaegges over for den fysiske eller juridiske person, der er fremkommet med

udtalelsen.

I denne sag har appellanterne undladt at rette kravet sével mod navngivne bidragydere pa
hjemmesiden som mod hjemmesidens registrerede indehaver, men har i stedet rettet sogs-

mélet mod indstzvnte som intemetudbyder,

Landsretten leegger til grund, at indsteevnte ikke har indflydelse pé det specifikke indhold
af hjemmesiden www.tvindalert.com, og at indstaevntes rolle siledes alene er af teknisk
karakter.



Under disse omstendigheder mé det vaere afgerende, om indsteevnte ved et umiddelbart
gennemsyn af hjemmesidens indhold og ved andre umiddelbare undersegelser burde have

indset, at hjemmesidens indhold utvivisomt var retsstridigt.

Landsretten finder, at indsteevnte udfoldede passende bestreebelser p4 at undersoge sagen,
og at der ikke er grundlag for at fastsla, at indsteevnte efter disse undersogelser burde have
indset, at indholdet p4 hjemmesiden utvivisomt skulle vere retsstridigt.

Herefter frifindes indsteevnte for appellanternes pastand 2 om godtgerelse for tort.

Efter det anferte finder landsretten ikke grundlag for i forhold til indstavnte at treeffe be-
stemmelse om mortifikation efter straffelovens § 273, stk. 1, eller at tilkende appellanterne
et belab i medfer af straffelovens § 273, stk. 2, hvorfor indsteevnte ligeledes frifindes for
appellanternes pastande 3 og 4.

Landsretten stadfester derfor byrettens dom.

Under hensyn til sagens forleb og udfald skal appellanterne betale 75.000 kr. i sagsom-
kostninger til indsteevnte. I belabet er inkluderet indsteevntes udgifter til materialesamling.
Restbelabet medgdr til dekning af indstsevntes udgifter til advokatbistand.

Thi kendes forret:

Byrettens dom stadfastes.

I sagsomkostninger for landsretten skal Simon Lichtenberg, Trayton Timbers Limited,
Shanghai Trayton Trading Co. Ltd., Shanghai Trayton Furniture Co. Ltd., Shanghai Tray-
ton Computer Systems Co. Ltd. og Trayton Holdings Ltd. in solidum inden 14 dage betale
75.000 kr. til TDC A/S.

(Sign.)

Udskriftens rigtighed bekrzftes. Ostre Landsrets kontor, den 3/ /_ od



Bilag 2

Industriens svar pd Kulturministeriets spergsmal af 9. juli 2008

Ad spergsmal 1)
Teknisk

Industrien foretager ingen overvagning eller detektering af indholdet af kundernes
brug af internettet, da dette er i strid med gzldende regulering.

Ad spergsmal 2a og b)

Mht. hvordan og i hvilket omfang der er tale om en krankelse, vil internetudbyderen
henvise til, at spergsmalet afklares mellem rettighedshaveren og den pastiede
kreenker. Internetudbyderne efterlever afgerelser fra myndighederne, jf.
hovedbesvarelsen

Ad spergsmal 3)

Der fores ikke statistik herover, sa det er ikke muligt at oplyse om antallet af tilfelde
for 2007 og ferste halvar af 2008 jf. besvarelse af spargsmal 2.

Ad spergsmal 4)

Udover offentliggjorte afgerelser er der Industrien bekendt et ganske lille antal
utrykte afgerelser. F.eks. den i bilag 1 nevnte landsretsafgerelse.

Ad spergsmil 5)
Der henvises til hovedbesvarelsen ovenfor.
Ad spergsmal 6)

Internetudbyderne benytter en DNS-sperring, nir det er sldet fast af domstolene eller
anden relevant myndighed, at der er tale om en krenkelse, jf. om det nzermere indhold
af en DNS sparring i hovedbesvarelsen.

For sa vidt angér spergsmélet om, hvilke tekniske foranstaltninger internetudbyderne
eventuelt vil kunne implementere i fremtiden, kan Industrien ikke pa nuvarende
tidspunkt give den tekniske lgsning p4, hvad der skal til for at undg pirateri pd
internettet. Svaret pa spergsmalet afhanger endvidere i hej grad af, hvad der politisk
kan opnds enighed om, jf. hovedbesvarelsen. Ligeledes som anfort i hovedbrevet er
det en foruds@tning for implementering af eventuelle tekniske tiltag, at dette sker pa
baggrund af afgerelser/pdlag fra myndighederne med hjemmel i lovgivningen.



Ad spergsmail 7)
Der henvises til hovedbesvarelsen.
Ad spergsmal 8)

Der henvises til hovedbesvarelsen.
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Maeoderzkken i Kulturministeriet vedr. hindhzevelsesmuligheder af
ophavsretten pa Internettet

Forbrugerrddet skal indledningsvist takke for at veere indbudt til at deltage i
maderekken i Kulturministeriet vedr. handhavelsesmuligheder af
ophavsretten pa Internettet. Vi mener, at der generelt mangler inddragelse af
forbrugerne og forbrugerorganisationerne i debatten og forhandlingerne om
bekzmpelse af digitalt pirateri, og vi anser forbrugemes rettigheder og
retssikkerhed for at vare under voldsomt pres i den digitale verden. Vi er
derfor glade for, at der er kommet oget fokus pd at sikre, at ogsd
forbrugernes rettigheder indgér i lesningemne, sdledes at der sikres en
fornuftig balance mellem alle aktgrers interesser.

I den forbindelse finder Forbrugerradet dog behov for at pege p4, at det er
nedvendigt, at der i Kulturministeriets maderzkke anlagges et helhedssyn
pa problememe med piratkopiering pa Internettet.

Internettet er blevet en fundamental kommunikationsvej for det modeme
menneske, ligesom det for mange er blevet den vigtigste adgang til viden og
almen oplysning. Internettet udger i stigende grad fundamentet for en
arbejdsindkomst og dakker i stigende grad borgernes behov for social
aktivitet, materielle goder og kultur. Nettet er desuden blevet den platform,
hvor borgerne har adgang til at deltage i den offentlige demokratiske debat.
Internettet har séledes fiet en hel central betydning for det moderne
menneskes liv og livskvalitet.
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Det er derfor ogsd af helt afgerende betydning, at mederzkkens arbejde
ikke kun har fokus pd de tekniske lesninger til at lukke hjemmesider og
fildelingssystemer — ikke mindst fordi de tekniske lesninger, der blev
prasenteret af IFPI pa det forste mode har til formél at kunne begranse eller
lukke for forbrugemes adgang til Internettet.

Forbrugerrddet har da ogsé noteret sig, at @konomi- og Erhvervsministeren
allerede pd konferencen om piratkopiering i marts 2008 tilkendegav, at han
heller ikke mener, at dette er vejen frem.

Det videre arbejde bor derfor tage udgangspunkt i de mere principielle
problemstillinger, herunder spergsmélet om hvorvidt adgangen til og brugen
af internettet overhovedet skal kunne begranses eller fjemnes. Dette vil ogsd
nedvendiggere en afklaring af de juridiske- og retssikkerhedsmassige
problemstillinger.

Behovet for at anlegge en helhedsorienteret tilgang til problemstillingen er
ikke blevet mindre aktuel efter 1. behandlingen af B137 i Folketinget i maj
maned, hvor politikerne generelt gav udtryk for at ville afvente udfaldet af
mederzkken (eller arbejdsgruppen, som det blev kaldt af flere) mht. bl.a.
forslag til, hvordan man bekemper piratkopiering, for arbejdsgruppens
stillingtagen til om den eksisterende lovgivning er god nok, m.v. - dvs.
andet og meget mere end en identificering og analyse af de tekniske
lesninger til at lukke hjemmesider og fildelingssystemer.

Da @konomi- og Erhvervsministeren har tilkendegivet, at der ma ses efter
andre lesninger og Folketinget nu afventer, at der kommer forskellige
forslag til bekampelse af piratkopiering, etc. fra
mederaxkken/arbejdsgruppen, finder Forbrugerradet derfor, at det er helt
utilstrekkeligt alene at fokusere pd de tekniske lesninger til at lukke
hjemmesider og fildelingssystemer.

Der er i stedet behov for en hel grundleggende diskussion i
mederzkken/arbejdsgruppen af, om man overhovedet vil kunne anbefale en
sddan lesning. Den foresldede losningsmodel fra IFPI om at begranse eller
lukke for forbrugernes internetadgang finder vi som sagt helt uacceptabel,
ligesom vi finder, at de forelobigt praesenterede tekniske lesninger rejser en
lang rakke problemer, ikke mindst i relation til beskyttelse af privatlivets
fred samt i relation til de retssikkerhedsmassige aspekter.
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Forbrugerridet ser frem til at deltage i det videre arbejde, herunder at der vil
blive arbejdet pa at finde lesninger, der sikrer en fornuftig balance mellem

alle aktarers interesser.

Med venlig hilsen

Mette Boye
Afdelingschef for Forbrugerpolitisk Center

c.c. @konomi-og Erhvervsministeriet
c.c. IT-og Telestyrelsen

Agnete Sigurd
Jurist
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JOHAN SCHLUTER

Redeggrelse

Til brug for det videre arbejde i mgderaekken om hindhzeveise af ophavsretten p§
internettet og pd Kulturministeriets opfordring falger nedenfor IFPI Danmarks
preesentation af modelien til bekeempelse af piratkopiering p§ internettet. Modelien,
der indebaerer et samarbejde mellem teleselskaber 0g rettighedshavere af
immaterielle rettigheder samt et lovindgreb, er et fransk initiativ, der bygger p3 en
aftale mellem franske rettighedshavere og teleseiskaber - den sfkaldte "Oliviennes-
aftale”. Denne redeggrelse indeholder endvidere en beskrivelse af de tekniske
aspekter af modellen.

Baggrund

Musik- og filmbranchen er i dag under et enormt pres som folge af den massive
piratkopiering, der finder sted pd internettet. I Danmark er problemerne med fysisk
pirateri af musik og film begranset mens den piratkopiering, der foregdr pd
intemettet, er et altoverskyggende problem for branchen. En af &rsagerne hertil er
den store udbredelse af hurtige bredbdndsforbindelser i Danmark.

Der er behov for en lgsning, der forhindrer piratkopiering og sikrer rettighedshaverne
nogle rimelige markedsvilkdr og dermed muligheden for, at lovlige alternativer kan
vokse.

Muligheden for at [ukke forbindelsen til internetbrugere, der anvender internettet til
piratkopiering eksisterer allerede. I den s3kaldte TDC-sag (refereret i U2006. 1474H)
blev teleseiskabet TDC péiagt at lukke intemetforbindelsen til to kunder, der
anvendte disse til at tilgeengeliggere musik fra to ftp-servere. Til trods for, at der i
sddanne sager anvendes fogedforbud, er det forbundet med en vis tidshorisont
(typisk 5-6 uger) fra kraenkelseme opdages til der kan nedleegges et sddant forbud,
ligesom fogedforbudsinstituttet alene anvendes i sager af meget grov karakter.

1 E-handelsdirektivet har man fra EU's side fagt op til, at teleselskaberne og
rettighedshaverne i feellesskab skal udarbejde et kodeks, der blandt andet skal tage
hejde for mulighedemne for at begraense internetpirateri. IFPI Danmark har i &revis



sammen med AntiPiratGruppen forsggt at forhandle om etablering af s3danne
retningslinier eller kodeks. Drgftelserne har imidlertid vaeret ganske nytteslgse.

I mange andre lande foregdr tiisvarende dreftelser, lovgivningstiltag mv. 1 Frankrig
sendes lovforsiaget om en advarsels-/sanktionsmode! til afstemning i Parlamentet |
efterdret 2008. Lesningsmodellen indeholder bestemmelser om, at internetbrugere
kan blive suspenderet fra deres internetadgang i op til et 8r, hvis der konstateres
gentagne tilfelde af internetpirateri fra den pigeeidende internetforbindelse.
Lovforslaget indeholder endvidere oprettelse af en uafhzengig administrativ
myndighed, der bl.a. skal std§ for udsendelse af advarslerne. I Storbritannien,
Tyskiand, Italien, Spanien, Hofland og Sverige har der pégdet dreftelser af
problemerne vedrarende internetpirateri mellem teleselskaber, rettighedshavere og
regeringerne.

P& baggrund af forhandlinger, der har foreg3et i regerings-regi {hos det britiske
erhvervsministerium), underskrev de britiske rettighedshaverorganisationer og
Storbritanniens starste teleselskaber (med en markedsandel p8 90 pct) i slutningen
af juli 2008 en deklaration, der medferer en raekke tiltag herunder, at
teleselskaberne forpligter sig 4l at takle problemerne vedrgrende internetpirateri
sammen med rettighedshaverne. Deklarationen bygger p& gensidighed og indebaerer
eksempelvis 0ogsd, at parteme skal arbejde p& at udvikle og finde nye lovlige og
forbrugervenlige alternativer til uloviig fildeling. Konkret indebzerer indholdet af
deklarationen, at der indferes en ordning, hvorefter teleselskaberne skal sende
meddelelser til deres kunder, hvis det konstateres og dokumenteres, at der foregdr
ulovlig fildeling fra deres internetadgang. Meddelelsen skal indeholde en orientering
til kunden og en opfordring til at standse uloviighedemne. Ordningen skal forelgbig
afprgves over en periode pa tre m3neder. I faxlies forstielse af, at en ordning, der
ikke indebzerer sanktioner overfor tilfzelde af gengangere, ikke har nogen reel
virkning p& den h8rde kerne af intemetpirater, har man nedsat en gruppe, der skal
undersgge mulighederne for at indfere effektive sanktioner overfor disse. Gruppen
skal blandt andet undersgge mulighederne for at indfare Issninger med forskellige
former for trafik styring, filtreringsordninger og markedsfering af lovlige alternativer.
Efter fire m3neder skal gruppen tilbagerapportere.

Hovedindhold af den franske mode!

P8 madet | Kulturministeriet den 27. maj 2008 blev en mode!, der svarer til den
franske igsning preesenteret. Formédlet med denne lesning er at udvide muligheden
for at lukke for teleselskabernes kunders internetadgang, ndr der er tale om (A) et
storre antal kraenkelser fra samme forbindelse over en periode, eller (B) s=rlig grove
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kraenkelser. De aktiviteter, som skal begrunde, at man lukker for en internetadgang
skal veere af vasentlig karakter og ordningen skal selvfpigelig tage hensyn til
borgemes retssikkerhed.

I hovedtraek gdr Igsningsmodellen ud p3 falgende:

. I ophavsretsioven indsaettes en bestemmelse, der forpligter teleseiskaberne
til at reagere og i gentagelsestilfelde eller i saerlig grove tilfelde at lukke
forbindelsen overfor kunder, der misbruger deres internetadgang til

internetpirateri.
. Rettighedshaverne sender information om kreenkelser til teleselskaberne.
. For at sikre en ensartet procedure og, at teleselskaberne ikke f3r

henvendelser fra en lang reekke personer, virksomheder og organisationer,
godkendes de rettighedshaverorganisationer, som skal have mulighed for at
kontakte teleselskaberne, af Kulturministeriet.

. Bevismaterialet indsamles af rettighedshaverne og skal svare til det
bevismateriale, som domstolene har accepteret.

. De godkendte rettighedshaverorganisationer indestdr for oplysningernes
rigtighed og pdtager sig det fulde ansvar, séfremt oplysningerne er forkerte.

. Teleselskaberne skal udsende en advarsel til deres kunde straks efter de har

modtaget oplysninger om, at der er foreg3et kraenkelser fra den pdgeeidende
kundes intemetforbindeise,

. 1 gentagelsestilfelde eller saerlig grove kraenkelsestilfeelde, skal
teleseiskaberne lukke for kundens internetadgang.

. Adgangen til internettet suspenderes i s8danne tilfeelde | eksempelvis tre
maneder.

. Rettighedshaverne og teleselskaberne beerer hver deres omkostninger ved

ordningen. Teleselskabemme baerer omkostningerne ved orientering af
kunderne og lukning af adgang, mens rettighedshaverne baerer
omkostningerne ved bevissikring og orientering af teleselskaberne.

. Teleseiskabernes pligt til at orientere deres kunder ber vaere
strafsanktioneret.
. Teleseiskabeme skal Igbende med et aftalt interval orientere

rettighedshaverne om, hvor mange henvendelser de har fSet 0g hvor mange
af disse, der er gentagelsestilfzelde.

Tekniske aspekter
I Frankrig og Stobritannien er ordningeme teknisk set baseret pd et

sdkaldt “Graduated Response”-system, der indebaerer samarbejde meliem
rettighedshaverne og teleseiskaber.  Rettighedshaverne udfeerdiger lister over
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materiale, som de besidder rettighedere til. Listerne over lovlige filer indsaettes | en
database. Teleseiskaberne kontrolierer (dette vil typisk foregd ved hjeelp af et
eksternt specialist-firma) al peer-to-peer trafik i deres net og foretager en
automatisk matching af de gennemstresmmende filer med databasen over lovtige filer.
Sker der gennemstrsm af filer, der ikke matcher databasen, foretages farst en
automatisk verificering af den ikke-matchende fil, hvorefter der sendes en
meddelelse til teleseiskabet, som herefter sender en meddelelse til sin kunde.

Der er sdledes tale om en automatiseret proces, hvor teleselskabet modtager en
meddeleise, ndr dets kunde involverer sig i interetpirateri.

Vediagt denne redeggreise er Jeremy Banks praesentation af forskellige tekniske
lgsningsmodeller.

Kegbenhavn, den 19 atgust
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Slideshow fra medet den 27. maj 2008 prasenteret af Jeremy Banks



URL Blocking/Filtering

« Primary focus on WWW sites but can be used
on P2P hubs, BitTorrent trackers etc.

Ministry of Culture _ . '
= Domain Name Service Blocking
— DNS lookup (Domain Name Systern)
COPENHAGEN — Will deter ‘average' user
— Can bypass with IP address or alternative DNS server
MAY 2008

* Challenge of high volume management

Jeremy Banks

Head of Internet Anti-Piracy "—' "
(jeremy.banks@itpi.org) M s M

URL Blocking/Filtering IP Blocking/Filtering

Domain Name Service
(DNS)
087.084.226.194

{P address used to
connect to site
Stricky Priviisged & Confidentisl M Swicky Privieged & Confdentist

THE INTERNET
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Protocol Blocking/Filtering

» Advantages
—~ Typically works for encrypted tratfic
- Effective
— Can be implemented using reasonably standard equipment
— Several different ways to implement it
—~ Options to ‘throttle’ rather than fully block
~ Deals with random port allocation

« Disadvantages

— It used in isolation may block legit traffic that might sometimes
occur on the protocol

- Ig od as the ability to detect protocols (is a solvable
pro lc.-m?o

B

Swcdy Prviaged & Conidentat

Content Filtering at ISP level

« Aka Content Recognition

« Relies on audio fingerprinting
— Database of fingerprints
- Live traffic matched

* Relies on access to file for matching
— Not for encrypted traffic

+ Core technology effective/proven

» Minimal cost to ISP per user

« Minimal performance overhead M"

Strcty Privveged & Confontis

Graduated Response

I'

tepresenting the
recording industry
worldwide

THE INTERNET

B
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Indkomne bidrag fra adspurgte lande



Bidrag fra Frankrig



THE “ELYSEE AGREEMENT”
for the development and protection
of creative works and cultural programmes on the new networks
— 23 November 2007 —

1. The goals: to put an end to the haemorrhage of creative works over the Internet;

the saving and subsequent development of the copyright-dependent cultural in-
dustries.

One French citizen in every two now has broadband Internet access, which is a world record.
This is a radically new situation that offers a remarkable opportunity for the dissemination of
culture, and is without precedent since the invention of the printing press.

But at the same time, never have the conditions in which such works are created been in
such great peril. In 2006, a billion musical and audiovisual works were exchanged illegally in
France. Over the last five years, the market for discs has shrunk by nearly 50% in volume
and value terms, and this has had a major impact not only on employment, with a cut of 30%
in the workforce of production companies, but also on creation and healthy artistic turnover
with the termination of 28% of talent contracts by production companies and a cut of 40%
in numbers of creative artists “signed up” every year. The film world is beginning to feel the
first effects of this change in behaviour and book publishing will probably not be slow to fol-
low.

The President of the Republic has therefore regularly expressed his firm determination to put
in place a political and legal environment conducive to the expansion of legal downloads and
their rapid displacement of illegal downloading, in order to ensure that creative artists and
those who support them are able to live from the proceeds of their work and fund new
praductions, thus helping maintain cultural diversity. This determination was reflected in a let-
ter sent on 1 August last, in conjunction with the Prime Minister, to the Minister of Culture and
Communication, assigning to the latter the task of implementing a plan to “protect and pro-
mote the cultural industries covered by copyright and related rights”, taking as a basis two
aspects: “expansion of an offer that is diverse, inexpensive and easy to access” and “preven-
tion and punishment of digital piracy”.

This is so because the combat against the availability of illegal downloads and im-
provement in the attractiveness of legal downloads of music and films (in terms of price,
variety of titles and flexibility of use) are absolutely inseparable if we wish to make piracy an
activity not worth the risk involved.

2. The method: concerted, far-reaching action to bring the actors of the Cultural and
Internet worlds together.

The method adopted is based on the lessons of a past fraught with conflict: it is foun-
ded on the idea that the solutions deployed must be supported in advance by a very wide
consensus between the actors of the worlds of Culture and the Internet. On 5 September
2007, the Minister of Culture and Communication therefore entrusted Denis Olivennes, chair-
man and chief executive of the FNAC retail chain, with the task of driving a process of reflec-
tion and consultation aimed at arriving at an agreement between professionals in the music,
film and audiovisual industries and Internet Service Providers.
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This approach seeks to take advantage of a favourable context in which the interests of
all those involved are aligned. This is so because Internet Service Providers are currently
endeavouring to market cultural works legally by means of their most recent pricing offers.
They are keen for this reason to discourage illegal downloading. Where consumers are con-
cerned, they wish to be able to download films sooner, but the “media release window” in
France imposes a gap of seven and a half months after the initial commercial release in
cinemas. Consumers also wish to be able to play the music they download on any device,
which is currently prevented by the “protective measures” incorporated in musical works. For
their part, creative artists and the cultural industries have understood that they need to im-
prove the variety, ease of access and pricing of the legal offering of works on the Intemet.

The assignment accepted by Denis Olivennes involved numerous hearings in which he
listened to the views of representatives of the music, film and audiovisual industries, in addi-
tion to those of Internet users and content distributors (Internet Service Providers, download
platforms, content-sharing sites such as YouTube or DailyMotion, etc.). Representation was
at a very high level in all cases. These hearings were followed by a round of negotiations.

3. The outcome: an agreement of historical importance benefiting not only Internet
users but also creative artists, and one that should make digital piracy an activity

not worth the risk

This agreement has historical importance because it is the first time that the worlds of film
and music have reached agreement on solutions to combat piracy and improve the legal
download offering, and it is also the first time that a consensus has been built between
creative artists and Internet Service Providers.

This agreement is very fairly balanced because all the effort has been shared by all parties
and Internet users will find in it what they need, as will creative artists and Internet operators.
It comprises two mutually complementary aspects:

e Legal downloads will be easier to access, more varied and more flexible.

- Record labels have undertaken to remove the “protective measures” locking French
productions in their catalogues. This means that a piece of music bought legally can be
played more easily on every type of device — on all mp3 players for example.

- In addition, the downloading of films — Video-On-Demand (VOD) - is currently possible
only after a delay of seven and half months from a film’s initial cinema release. This “re-
lease window” was originally designed to encourage the public to go to cinemas to see
films. But that is no longer in step with Internet realities: digital pirates can obtain a film in
a matter of days after its cinema release. And even before in the case of foreign films.
This agreement therefore shortens the lead-times, doing so in two phases. Firstly,
immediately the anti-piracy mechanism is in place, the VOD lead-time will be shortened
to the same period as that for DVDs, i.e. six months. Subsequently, discussions will
commence with a view to arriving within a year at an agreement to shorten all “release
windows”.
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» The combat against large-scale piracy is put on a new footing: it will now include a
preventive phase and no longer necessarily involve the criminal courts.

Until now, when companies defending the interests of creative artists detected a computer
being used for illegal file-sharing, the only option open to them was to lay the matter before
the criminal courts, alleging infringement of copyright.

However, criminal proceedings and the associated penalties (up to three years imprisonment
and a €300,000 fine) are completely disproportionate when applied to mass illegal down-
loading. The agreement therefore provides for the setting up of an independent official au-
thority charged with the task of preventing and punishing “piracy”.

Complaints will be submitted to this authority by creative artists whose works have been the
target of piracy.

- It will begin by sending digital pirates customised warning messages: possible sanc-
tions will in this way be preceded by a preventive phase, something the law has not
hitherto permitted.

- Ifanindividual continues to offend, the authority will then apply sanctions appropriate to
the behaviour to which it is desired to put an end: suspension of the Internet subscrip-
tion for a period between one month and one year. In order to avoid such individuals “mi-
grating” from one Internet Service Provider to another, a “suspension register” will be set
up along the same lines as the “interdit bancaire” database of banned individuals main-
tained by the Banque de France.

- The preventive dimension of the combat is further emphasised by the commitment
of Internet Service Providers to the testing of screening systems. This is in fact ulti-
mately the most promising solution and the technology in this field is beginning to be ef-
fective.

Legislation is necessary to implement several points contained in the Elysée Agreement.
Given the time needed for review by the Conseil d’Etat, the bill should be tabled in the Sen-
ate in very early summer. Parliament will then have all the time it needs for considered de-
bate with a view to the bill's adoption before the end of 2008.
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Translated from the French

Agreement for the development and protection of cultural works
and programmes on the new networks
Friday 23 November 2007

Our country has one of the strongest content industries on the planet; it is an opportunity to preserve
and develop the cultural identity and influence of both France and Europe. Our country also benefits
from one of the most highly developed broadband Internet access industries in the world; this is a
considerable advantage in the battle of the virtual economy. These advantages should not cancel
each other out, but on the contrary should complement each other, in the best interests of consumers
who will consequently have powerful distribution networks and rich and diversified content at their
disposal.

It is with this ambition in mind that the parties to this agreement wish to take clear and concerted
action in the fight against intellectual property rights infringements on digital networks and, to this
end, both promote the availability of legitimate content on the Internet to the benefit of consumers
and implement new measures to prevent pirating in accordance with personal freedoms in a
pragmatic manner.

With this in mind the parties have agreed on the following principles:
1. The public authorities undertake:

— to put legislation before Parliament and adopt regulatory measures that will allow for a warning
and sanction mechanism aimed at deterring infringements of intellectual property rights on digital
networks. This mechanism would be based on the principle of subscribers being responsible for the
fraudulent use of their subscriptions, currently found in Article L. 335-12 of the French Intellectual
Property Code, and will be driven by a specialised public authority, placed under the control of a
judge, in order to guarantee individual rights and freedoms. This authority will be provided with the
human and technical resources necessary to warn and sanction. On the basis of a complaint made by
rights holders, either directly or via organisations entitled by law to investigate infringements of
rights, the authority will send out in its name, via Internet service providers, electronic messages
warning the subscription holder. In the event of repeated infringements, it will either apply
sanctions against the subscription holder or refer the matter to the judge with a view to applying
sanctions. These sanctions will range from the suspension of Internet access to the termination of
the Internet contract;

— this authority will have the powers to apply sanctions to access providers that do not respond, or
that do not do so diligently, to its injunctions. It will publish monthly statistics on its activities;

— this authority will also have, under the control of the judge, the power to ask technical service
providers (hosting services, service providers, etc.) to take any necessary measures to prevent or
halt any prejudice that may be caused by the content of an online communication service;

> to constitute, following a ruling from the French Data Protection Authority (CNIL), a national
directory of subscribers whose contracts have been cancelled for the reasons mentioned above;

> to publish on a monthly basis an indicator measuring, by sampling, the volume of illegal uploads
and downloads of music files and audiovisual and cinematographic works and programmes;

> to apply to the European Union for an extension of the reduced rate of VAT to all cultural goods
and services. This measure would, wholly or in part, benefit the consumer through a reduction in
retail prices.

2. Audiovisual, cinema and music rights holders and television broadcasters undertake to:

> organise themselves in order to make use of the existing legal mechanisms and to collaborate in

“Official translation produced by a certified translator at the request of the French Ministry of
Culture and Communication”



Translated from the French

good faith with the platforms that host and share content in order to evaluate, select and promote
common fingerprinting and watermarking technologies. In addition they will also collaborate in
making information available that will enable as broadly based as possible fingerprint reference
catalogues to be established, not forgetting that the development of these techniques does not limit
the platforms’ obligation to introduce measures aimed at preventing protected content from being
put online illegally;

> once the warning and sanction mechanism is effectively operating, align the opening of the video-
on-demand window with the physical-video window;

> begin discussions that would lead, within a maximum period of one year from the effective
operation of the warning and sanction mechanism, to the reorganisation of the media chronology,
under the authority of the French Ministry of Culture and Communication. The objective will in
particular be to provide for cinema works being made available online more speedily and indicate
how to insert harmoniously the video-on-demand window into the traditional system that segments
the chronology into exploitation windows;

> do their utmost to make cinematographic works systematically available via video on demand, in
accordance with recognised rights and exclusivities;

> do their utmost to make audiovisual works and programmes available via video on demand and
speed up their online exploitation after being broadcast, in accordance with recognised rights and
exclusivities;

> to make available, within a maximum period of one year from the effective operation of the
warning and sanction mechanism, catalogues of French musical productions for online sale by title,
without technical protection measures while said measures do not allow interoperability and in
accordance with recognised rights and exclusivities.

3. The technical service providers undertake:
> with regard to Internet service providers:

— in the framework of the warning and sanction mechanism, to send warning messages in the name
of the authority and to implement any sanctions;

— within a period that may not exceed 24 months following the signature of this agreement, to
collaborate with the rights holders on ways of experimenting with filtering technologies on
networks that are available but which merit prior in-depth research, and to deploy them if the results
are convincing and if their general application would be technically and financially realistic;

> With regard to hosting and content-sharing platforms, to collaborate in good faith with rights
holders, without prejudice to the conclusion of agreements necessary for the legal use of protected
content, in order to:

— in the short term, extend the use of efficient fingerprinting and watermarking technologies, in
particular by establishing acceptable fingerprint technologies with them, in parallel to fingerprint
catalogues that the rights holders will help to constitute;

— define the conditions within which these techniques will be systematically implemented.

Once implemented and one year after their introduction, these general principles will be discussed
in a meeting of the signatories to this agreement under the auspices of the French Ministry of
Culture and Communication and the French Ministry of the Economy, Finance and Employment.
An evaluation report will be prepared and made public.

“Official translation produced by a certified translator at the request of the French Ministry of
Culture and Communication”



Five false ideas about the government bill
“Creation and Internet”

1. Electronic communications "put under surveillance”

The High Authority with responsibility for guarding against and fighting internet piracy will not
undertake any widespread or systematic surveillance of internet users’ networks, not more in any
case than the internet service providers. As is already the case now, all procedures will initiate from a
one-off observance for a particular work of an illegal download.

The works, and they alone, will be “under surveillance” by their owners, and it is the observance of
them being pirated, within the framework of the protocols authorised by the National commission for
data processing and freedoms which may give rise to the sending out of warnings and possibly a
temporary suspension of Internet access.

2. The “criminalisation” of internet users

The bill on the contrary seeks to turn the copyright holders and the internet users away from the
criminal justice route.

At the moment, the only recourse open to companies and artists whose works are pirated consists in
taking the case to court for infringement of copyright. The internet user is thus exposed to charges
against him in the criminal court with a possible penalty at the first illegal download. The
punishments ordered by the courts against those found guilty of piracy are fines of several thousand
euros, sometimes accompanied by suspended prison sentences.

Henceforward, the fight will be mainly educational since two warnings will precede any penalty;
the second warning will be sent by registered letter so that the intemet subscriber is well aware of the
disregard of the law of which he is accused. The Government project must be effective during this
preventive phase: an IPSOS survey carried out in France in May 2008 and research of the same type
in the United Kingdom in March 2008 reveal that 90% of the people asked would stop illegal
downloading after two warnings.

Resorting to court action will remain possible, but it will be of a complementary nature to the new
mechanism: this will be used for dealing with large-scale fraudsters, those who undertake piracy for
personal enrichment or those who develop techniques aimed at enabling piracy.

3. An attack on basic freedoms

On the contrary, the bill aims to restore the currently broken balance between two series of basic
rights, which must necessarily be reconciled: copyright and the moral right of the artists over their
works on the one hand and the right of internet users to have their private life respected on the other
hand.

This balance between the rights and freedoms of everyone is at the very heart of the Declaration of
Rights of Man and the Citizen of 1789 and notably article 4 of this: “Liberty consists in the freedom
to do everything which injures no one else : hence the exercise of the natural rights of each man has
no limits except those which assure to the other members of the society the enjoyment of the same

rights.”



The need for such a balance between the artists’ rights and the respect for the private life of the
internet users has recently been emphasised at the European level by the Court of Justice of the
European Communities, in a judgement of January 2008 known as Promusicae.

Furthermore, the temporary suspension of internet access does not in itself infringe any basic
freedom: this is a measure already commonly ordered by the judge.

Finally, the infringement of the internet users’ private lives through the fight against piracy does not
raise any constitutional obstacle nor any problem at the European level as it comes both with multiple
guarantees and is in proportion with the aims of a constitutional status which are being sought:

e The mechanism will be implemented by an independent administrative authority which alone
will be able to receive personal data about the subscriber, from the internet service providers,
— name and contact details — strictly necessary for the sending of warning messages. This
High Authority, which is an intermediary between the two opposing parties, highlights the
originality of the "French approach", which better protects private life than measures taken in
other countries where the internet users are directly confronted with the copyright holders or
the internet service providers.

® Central to this High Authority is a commission offering all the guarantees of impartiality and
independence and which will deal with the cases: it will be composed exclusively of senior
judges and will use the services of civil servants whose lack of links with the economic
interests at stake will have been checked during enquiries carried out prior to their
recruitment.

e The situation in which the mechanism is entrusted to an independent administrative
authority and not to a judge does not come up against any legal obstacle. The
Constitutional council has confirmed, several times, the possibility of a non-judicial authority
dealing with personal data, provided that the procedure followed is within a framework set
out by the lawmakers and that it seeks to ensure the respect of other constitutional
requirements — which is precisely the case here. The Constitutional council has, for example,
considered that the improvement in the quality of health care and the reduction in the
financial imbalance of the health insurance system justified the setting up of the personal
medical file, directly implemented by a government administration.

e The bill does not allow the gathering of any new information about internet users. All the
required data for implementing the prevention mechanism managed by the High Authority are
those which are already used by the artists and cultural businesses for taking legal action. This
gathering of information is done according to methods authorised by the National
Commission for data processing and freedoms. Simply the judge will no longer be the only
possible recipient of observations thus made: the High Authority will also be competent to
use them in order to implement the prevention mechanism created by the law.

In any event, the Council of State and the Constitutional council would not fail to guard against or
censure any infringement of freedoms committed by the Government or by the lawmakers. The
Council of State has just reached a favourable decision to the bill of 12* June last.

4. The project is “contrary to Europe”

The position taken by the European Parliament on 10" 2008 against the suspension of internet access
is evidently ill founded. The “Bono amendment” vote was won by a very narrow margin (314 votes
against 297) and heterogeneous, regarding a report on the cultural industries with no legal force.
Especially, the discussion prior to its adoption show that the members of the European parliament
were not truly informed about the French mechanism, rightly so: the bill had not yet been
finalised nor even registered with the Council of State. In this context, the author of the amendment
advanced three arguments: the “criminalisation of internet users”, the “widespread surveillance of the



networks” and the infringement of freedoms: on these three subjects refer to the development of
points 1,2 and 3 above.

Moreover, the European Parliament meanwhile took the opposite view to the motion of 10th April
last since the Culture commission which examined, last 2nd June, two amendments to the "Telecom
Package" the tenor of which was identical, rejected them by a very wide majority.

Conversely, the “French approach” has aroused strong interest from several Member states. An
initial discussion, organised last 21st May during the European Union Council in its "Culture and
Audio-visual" configuration resulted in many very favourable reactions being gathered. For its part,
the Commission presented a communication on this subject on 3rd January 2008 which it plans to
follow up with a recommendation to the Member states.

5. “Widespread filtering of the networks”

The bill does not provide for anything of the sort. The possible dissemination of filtering techniques
must be subject, under the terms of the Elysée agreements of 23™ November 2007, to a trial period
made in good faith over two years, between those involved in Culture and those in the Internet. There
is no place therefore for the public authorities to intervene on this point, provided the parties respect
this commitment.

In the “Creation and Internet” bill, only the measures that a judge can already take are broached, in
a one-off way, on a case by case basis, to stop or guard against a recurrence of the harm caused to
literary or artistic copyright by an on line communication service. These measures, set out in point 4
of article L. 332-1 of the intellectual property code can be in the form of a withdrawal or suspension
of the protected work, or filtering access to the communication service. The Elysée agreement
sets out the principle of the transfer, to the High Authority, of the competence for taking these
measures.

However, it emerged that the sought-after objective, namely, enabling the necessary decisions to be
taken quickly and efficiently — could be reached by being limited to improving the procedure
provided for before a judge. This is what the bill does, by replacing the current set-up — injunctive
relief, i.e. a decision made without proper hearing of both parties, accompanied by the obligation to
bring the case before the court in a short time — by a procedure in the form of applications for
interim measures, fast but with a hearing of both parties. These provisions will be supplemented
by the decrees which are imminent, reforming the distribution of courts in France which will allow
disputes over literary and artistic copyright to be concentrated and dealt with by a limited number of
specialised courts.
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Emne: Tiltag til at forhindre ulovlig fildeling - New Zealand (svar pa instruktion)

Ambassaden Canberra, 22. oktober 2008
Ref. EUK-instruktion af 29. september 2008

Lovgivningsmaessige tiltag

Lovgivning i forhold til copyright er i New Zealand reguleret af Copyright Act 1994.

Ifslge new zealandsk lov er kopiering af et veerk (hvad enten der er tale om litteratur, film,
lydfiler, billeder etc.) kun tilladt, safremt kopien er lavet fra en retmaessig kopi, dvs med
tilladelse fra ejeren af vaerket (fx ved kgb af musik fra autoriserede forhandlere sasom iTunes),
og safremt koplen kun bruges t|I privatpersonens eget brug. Dette betyder, at uretmaessig
distribuering sasom fildeling pa internettet dermed ogs3 er ulovligt.

Som folge af den teknologiske udvikling har man i &r valgt at opdatere lovgivningen og har
derfor vedtaget lovaendringen Copyright (New technologies) Amendment Act 2008.
Loveendringen vil traede | kraft den 31. oktober d.a., dog vil sektion 92A, som omhandler
internetudbydernes forpligtigelse til at lukke brugernes internetforbindelser, nar der konstateres
gentagne ulovligheder, fgrst traede i kraft den 28. februar 2009. Arsagen til forsinkelsen
skyldes, at man gnsker at give ophavsretsindehavere og internetudbydere tid til at na til
enighed om, hvordan lovgivningen bedst muligt kan implementeres.

Lovaendringen betyder, at det nu tydeligt vil fremga i lovgivningen, at denne ogs8 deaekker
digitale medier, og er opdateret med hensyn til de undtagelser, der findes for digital kopiering
for eksempelvis biblioteker og uddannelsesinstitutioner. Den nye lovgivning giver desuden gget
mulighed for ophavsretsindehavere at benytte sig af Technological Protection Measures (TPMs)
samt specificerer reglerne for andring af format pa lydfiler til eget brug.

Et szerligt tilfgjet afsnit i loveendringen omhandler internetudbydernes ansvar. Under sektion 92
er beskrevet, i hvilket omfang internetudbydere kan stilles til ansvar for brud pa copyright. Den
nye vedtaegt specificerer graenserne for internetudbydernes ansvar under fglgende
omsteaendigheder:

1. Hvis en person bryder copyright ved at bruge en internetservice, tilbudt af en
internetudbyder, kan internetudbyderen ikke stilles til ansvar.

2. 1 forbindelse med at pagribe og oplagre ulovligt materiale, hvor internetudbyderen ikke
ved eller har grund til at vide, at materialet er ulovligt, og indenfor en rimelig tid efter at
have opndet denne viden sletter eller blokerer adgang til materialet, kan
internetudbyderen ikke stilles til ansvar.

I punkt 92A er det endvidere specificeret, at en internetudbyder nu skal have en politik (policy)
for lukning af internetforbindelser, hvor der er foretaget gentagne ulovligheder (dette punkt
traeder som naevnt farst i kraft den 28. februar 2009). Dette punkt er specifikt inkluderet for at
komme ulovlig fildeling til livs og giver mulighed for konkrete tiltag over for personer, der
gentagne gange overtraeder copyrightloven.

Straffen for overtraedelse af copyrlghtloven er angivet under sektlon 131 i the Copyright Act
1994, Overtrzedelse kan give op til 5 ars faengsel eller bgde pa op til NZ$ 10.000 for hver
uretmaessig kopi (men kan dog ikke overstige NZ$ 150.000). Der kan ogsa blive tale om
erstatningsansvar i tilfeelde, hvor lovovertraadelsen har indebdret en gevinst for
lovovertraederen.

25-11-2008



anmodning om bistand til indhentning af oplysninger fra andre lande om muligheder f... Side 2 af 2

Frivillige aftaler mellem internetserviceudbydere og ophavsretsindehavere
Efter samtale med 'Intellectual Property Office of New Zealand’ (IPONZ) har ambassaden faet
oplyst, at der pd nuvaerende tidspunkt ikke findes s3danne frivillige aftaler.

Omstaendigheder, der muligger lukning af en internetforbindelse

Hvis der konstateres gentagne ulovligheder, er internetudbyderen forpligtiget til at lukke
brugerens internetforbindelse (traeder som tidligere naevnt farst i kraft den 28. februar 2009).
Ved gentagne ulovligheder forstds: nar en person gentagne gange bryder copyright ved at
bruge en eller flere af internetudbyderens internettjenester til at udfare en handling, som ikke
er godkendt af copyrightindehaveren.

Retspraksis

IPONZ oplyser, at eftersom lovaendringen ikke er trddt i kraft endnu, foreligger der s3 vidt vides
ingen retspraksis pd spgrgsmalet om lukning af internetforbindelse p3 grund af ulovlig fildeling.
Man er heller ikke bekendt med retspraksis pa spgrgsmalet om blokering af ulovlig fildeling.

For at se den officielle pressemeddelelse fra den new zealandske regering ang. vedtagelsen af
den nye lovaendring klik her:

http://www.beehive.govt.nz/release/copyright+new+technologies+amendment+comes+force

For at se 2endringen til loven i sin fulde laenge klik her:
http://www.legislation.govt.nz/act/public/2008/0027/latest/DLM1122502.htm}

For at se selve Copyright Act 1994 i sin fulde leengde klik her:
http://www.legislation.govt.nz/act/public/1994/0143/latest/DLM345634.htmI|?
search=ts act copyright&sr=1

Ambassaden Canberra/ Camilla Crone Jensen og Morten Dinweber
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1.

A

prevent and terminate illicit file sharing online?

The applicable laws are the following:

Law of the 30th of June 1994 on copyright and neighbouring
rights, modified by

o the law of the 3rd of April 1995,

o the law of the 31 of august 1998,

o the law of the 22" of May 2005,

o the law of the 4™ of December 2006, and

o the laws of the 9", 10" and 15" of May 2007,

hereinafter called “Belgian copyrightlaw”;

Law of the 30™ of June 1994 transposing to Belgian Law the
European Directive of May 14, 1991 on the Legal Protection of
Computer Programs, modified by
o the laws of the 9™, 10" and 15" of May 2007,
hereinafter called “Belgian softwarelaw”;

Law of the 11* of March 2003 on certain legal aspects of the
services in the information society, modified by
o the law of the 9" of July 2004,
o the law of the 20™ of July 2005,
herinafter called “Belgian law on the services in the
information society”

Law of the 15" of May 2007 concerning the punishment of

counterfeight and piracy of intellectual property rights,
hereinafter called “Belgian law concerning the punishment
of counterfeight and piracy”.

Criminal Code

b) The cern ision

i)

Exclusive rights

art. 1 of the Belgian copyrightlaw: copyrights
art. 35 of the Belgian copyrightlaw : neighbouring rights of
the performers
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- art. 39 of the Belgian copyrightlaw : neighbouring rights of
the producers of phonograms and first fixations of films

- art. 44 of the Belgian copyrightlaw : neighbouring rights of
the broadcasting organizations

- art. 5 of the Belgian softwarelaw : special copyrights of the
authors of computer programs

iil) Exceptions/limitations to the exclusive ri
(art. art. 22, § 1, 3° and 5° and art. 46, 3° and 4° of the Belgian copyrightlaw)

"Once a work has been lawfully published, its author may not prohibit:
- free and private execution within the family circle or school activities;
- reproductions made within the family circle and exclusively intended for that circle”

This provision (“Once a work has been lawfully published”) leads to
disputes in the legal doctrine to know whether the
downloading of infringing files by the final user
constitutes a copyright infringement or not.

But it is undisputed that the final user infringes the
copyright by making available the copy obtained.

ili) Technical protection measures

(art. 79 bis of the Belgian copyrightlaw)

- prohibition and criminal punishment of any circumvention of
technical protection measures;

- prohibition and criminal punishment of the creation or sale of any
device or service intended to defeat technical protection measures.

iv) Criminal offence

- art. 80 of the Belgian copyrightiaw requires a malicious or
fraudulent intention; this article can be applied when music
and movies are downloaded or uploaded illegally, without the
prior consent of the rightsholder;

- art. 10 of the the Belgian softwarelaw : Infringement of
copyright of a computer program shall be punishable in
accordance with the copyrightlaw; this article can be applied
when computer programs and videogames are downloaded or
uploaded illegally, without the prior consent of the
rightsholder;

- art. 8 and 9 of the Belgian law concerning the punishment of
counterfeight and piracy : a criminal offence for the
infringement of a trademark requires a malicious or fraudulent
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intention; this article can be applied when the inlays of CD’s
and DVD’s packages have the trademark of another
manufacturer;

- article 191 of the Criminal Code : criminal offence of a
trademark; this article can be applied when the inlays of CD’s
and DVD’s packages have the trademark of another
manufacturer.

V) ligati rvi rovider
(art. 21 of the Belgian law on the services in the information society)
(Avis n° 44/2001 du 12 novembre 2001 concernant la comptabilité de la
recherché d'infractions au droit d'auteur commises sur internet avec les
dispositions juridiques protégeant les données a caractére personnel et les
telécommunications)

- the judicial authorities can in a specific case impose a
temporary surveillance obligation on the service providers;

- the service providers must promptly inform the authorities
about supposed illegal activities/information;

- on the request of the competent judicial and administrative
authorities, the service providers must communicate any
useful information in relation to supposed infringements.

The Belgian privacy-commission stated in her advise of the 12t
of November 2001 that ISP’s can only give data of her
subscribers, with a personal character, to third persons, as part
of a judicial procedure. As a consequence the rightsholders or
their societies may not obtain this information directly from the
ISP, but only through the competent administrative and judicial
authorities.

vi) g
(art. 18, 19 and 20 of the Belgian law on the services in the information society)

Cfr. Directive 2000/31/EC
vii) Termination of infringement
(art. 87 of the Belgian copyrightiaw)

Rightsholders can claim in court the termination of any infringement
of their rights.

An order to termination can also be pronounced against
intermediaries whose services are used by third persons to infringe
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copyrights or neighbouring rights. (art. 8.3 of the Information
society Directive 2001/29/EC)

a) Belgian law concerning the punishment of counterfeight

an r

Due to the Belgian laws concerning the punishment of counterfeight
and piracy, agents of the Federal Ministry of Economical affairs can
trace piracy and record it.

After the promulgation of the necessary Royal decrees these agents
will be able to propose a settlement to the counterfeiter, which will
extinguish the criminal prosecutions, as long as the injured party
renounces to his rights.

b) Action plan inst fisca
This plan of the Belgian government has a project called “Fight

against counterfeight on the internet”. The concrete measures of
the action are not decided yet.

3. _Are there any voluntary agreements in existence

= - r

between Intern r

In july 2005 the Belgian Association of internetproviders (ISPA) and
the music industry have signed a protocol agreement to fight
against the illegal distribution of music on the internet through
discussiongroups.

By virtue of this agreement IFPI can ask to an accessprovider to
block the access to a discussiongroup with an important amount of
illegal music files or links thereto.

4. _Are any such voluntary agreements underway?

Recently the Belgian entertainment association (BEA), representing
the Belgian video-, music- and gamesindustry has asked the
Belgian Association of internetproviders (ISPA) to conclude a similar
agreement for the making available on internet of illegal content.
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. __Under whi i mstan is i
national rules possible to terminate an Internet-access due
to criminal activities?
There has to be a court order.
6. Do you have any national caselaw dealing with the
i i i o illicit fil ing?

Not to our knowledge.

a ional law dealing wi in
illicit filesharina?
rt of 1% instan | th of June 2007 B

rl now called Tiscali

The Court ordered the internet access provider Scarlet to cease
infringements of copyright by making it impossible for its customers
to transmit copyright infringing material through peer-to-peer
software.

An appeal has been filed against this judgement.

Court of 1% instance of Brussels, 14'" of January 2008
Closing of the website www.downloadgratisfilms.be where links

towards illegal content on other servers could be found.

Court of 17 instance of Antwerp, 5 of October 2006 (IFPI-

SABAM/ VZW Senior vrienden

The website www.senjorennet.be had a mail group where people
could post messages and also attachments that could consist of
musical files.

The website had to take the necessary measures to stop the
infringements of copyrights and neighbouring rights.
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Emne: Amb. Washington: Erfaringer med bekaempelse af ulovlig fildeling i USA

Sammenfatning:

Overtraedelser af ophavsrettigheder forfglges i USA hovedsagligt gennem to mekanismer:

civile sggsmal, som udggr 95 procent af sagerne, og faderale anklager, der udggr de

resterende fem procent.

» Ingen aktuelle overvejelser i USA om at indfgre mulighed for at afskzere adgangen til
Internettet for personer, der har foretaget ulovlig fildeling.

e Department of Justice er betaenkelig ved en s@dan ordnlng, da den vurderes at vaere
ineffektiv og desuden formentlig udger et for v1dtgaende indgreb i individers rettigheder.

e Indehavere af ophavsrettigheder kan dog gennem en sakaldt “notice and take down”
procedure anmode Internetudbydere fjerne beskyttet materiale fra Internettet.

e Endvidere spger man at bekaempe uloviig fildeling gennem informationskampagner,

mddragelse af andre private aktgrer (fx kredutkortinstitutloner) og ved en indsats rettet mod

de videregdende uddannelser. Endelig har man set p& demonstrationer, hvor deling af

beskyttede filer blokeres ved scanning efter filers digitale “fingeraftryk”.

% % %k

Ref: Intruktion fra EUK af 3. september 2008

Uddybende

Som hovedregel forfelges lovovertraedelser i USA af de enkelte stater, medmindre der er tale
om brud pa federal Iandsdaskkende lovgivning eller lovovertraedelsen har granseoverskridende
karakter (dvs. er forigbet pd tvaers af statsgraenser). I USA er cybercrime herunder kraenkelse
af ophavsrettigheder og ulovlig fildeling et eksklusivt fgderalt anliggende, der hgrer under
Department of Justices afdeling for Computer Crime and Intellectual Property. Ambassaden har
talt med Senior Prosecuter, Jason Gull, i afdelingen for Computer Crime and Intellectual
Property om amerikanske erfaringer med bekampelse af ulovlig fildeling.

Retsforfglgelse af overtraedelse af ophavsrettigheder

Overtraadelser af copyright mfnngement og ulovlig fildeling forfalges hovedsagligt gennem to
mekanismer: (1) civile segsmal og (2) federal retsforfﬂlgelse (for overtraedelse af strafferetten).
Af de sager, der retsforfglges, er 95 procent private sggsmal og fem procent fgderale sager.

Fra Department of Justices side ggr man store bestraebelser pd, at ramme den rette balance
mellem andelen af civile og faderale sager. Hvis der er for fa civile sager, laagger det for stor en
byrde pa det f¢dera|e niveau, hvilket man ikke har tilstreekkeligt ressourcer til. Hvis man pa den
anden side har for f3 fgderale sager, og i for hgj grad er afhaengig af civile segsmal, kan der
mangle en bagstopper.

- Civile spgsmé8l

Ulovlig fildeling vil oftest vaere en lovovertraedelse i form af en kraenkelse af en indehavers
ophavsrettigheder. Overtraedelse af ophavsrettigheder kan aitid forfgiges via et civilt sggsmal.
Indehaveren kan da sgge om skadeserstatning og skal i den forbindelse bevise stgrrelsen af
tabet.

Der kan alternativt sgges om "statutory dammages” pa op til 30.000 pr. ”produkt" hvor
ophavsrettigheder er blevet overtradt. “Statutory dammages” har til formal at afskraekke og
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kan derfor siges at have en form for bgdefunktion. I de fleste tilfaelde indg3s forlig, inden
retssagen indledes. Det er retten, der bestemmer stgrrelsen af “statutory dammages”, og
fastsaettelsen heraf vil ofte afhaenge af vaerdien af overtraedelsen, hvorvidt overtraederne har
gjort det med henblik pa skonomisk indtjening, og om personen tidligere har gjort sig skyldig i
samme handling. Der havde vaeret sager, hvor der er blevet idgmt bgder pa over 50.000 USD.

Hvis en person kendes skyldig for ulovlig fildeling, vil retten ofte beordre hjemmesiden eller
serveren lukket ned.

z ngerale strafferetlige sager

Sidste ar fgrte man fra federal side 400 sager, hvilket man ger opmaerksom pa, er begraenset
sammenlignet med de 6000 sager, som Thailand forfulgte arligt. Department of Justice har
begraensede ressourcer, og man vil kun forfglge sager af mere principiel karakter, eller hvor
overtraedelsen har fort til et stort veerditab. Endvidere kan en straffesag kun kgres i stgrre
sager, hvor der er tale om mere end ti kopier til en vaerdi af over 2500 USD over en periode pa
et halvt ar.

Man har endnu ikke forfulgt klassiske peer-to-peer sager. De fleste sager har vaeret sakaldte
“dark net” sager, hvor fildeling er sket p3 lukkede netvaerk, og hvor fildelingen har haft en stor
veerdi. Hertil kommer en raekke vanskeligheder ved at efterforske sagerne og lgfte bevisbyrden.
For at vinde en sag er det nemlig ngdvendigt, at man skal registrere overtraedelsen i real time,
hvilket kraever, at man forinden har fet en tilladelse fra retten til at overvage forbindelsen.
Endvidere er bevisbyrden sveer at Igfte, idet der kan vaere store problemer med at bevise,
hvilken person, der har begdet lovovertraedelsen. Man kan let identificere en IP-adresse, men
det var ofte sveert at koble en bestemt person til den pagzeldende IP-adresse.

Vurderingen af, hvorvidt man skal indlede en fgderal sag, bygger pa falgende forhold:

hvorvidt sagen er egnet til et civilt segsmal,

vaerdien af fildelingen - der behgver ikke vaere tale om en indtjening, men
overtraedelsen skal vaere af stort omfang,

hvorvidt overtraederen har haft til hensigt at foretage noget ulovligt eller har vaeret
bevidst om, at man foretog sig noget ulovligt,

hvorvidt overtraedelsen har indvirkning pa offentlig sundhed og sikkerhed

hvorvidt der er organiseret kriminalitet involveret,

Overvejelser om afskaering af internetforbindelse ifm. Ulovlig fildeling

OverveJelser om at afskzere internetforbindelser i forbindelse med konstatering af ulovlig
fildeling pa Internettet er ikke aktuelle for tiden i Department of Justice. Der er dog i dag
mulighed for som et led i efterforskningen at beslaglaegge eller lukke servere, hvorfra ulovlig
fildeling vurderes at finde sted. Lukning af internetforbindelsen kan dog vaere et resultat af
retssagen.

Der havde for tyve ar siden vaeret et tilfeelde, hvor en person, der var kendt skyldig i IT-
kriminalitet, fik forbud mod at anvende en hjemmecomputer. Department of Justice er af den
opfattelse, at det ikke laengere er farbart, da adgang til en computer - og i dag efterhanden
ogsad Internettet - generelt naesten opfattes som en slags rettlghed som man ikke kan fratage
personer. Endvidere er man betzankelig ved at gennemfgre sadanne indgreb administrativt. Det
er som regel kun domstolene, der har kompetence til at foretage handling af den karakter.

Det er endvidere komplicerende, at der ofte var mange brugere af den samme
mternetforbmdelse, fx familier eller kontorer, ligesom der var mange mulige kilder, hvorfra man
kunne komme pa Internettet. Nu hvor der i nogle byer etableres 8bne netvaerk, som alle kan
koble pa, vil det vaere meget svzert effektivt at afskaere personers adgang til Internettet.

”Notice and take down”

Digital Millenium Copy Act fra 1998 indeholder et sakaldt mulighed for “notice and take down” I
medfgr af denne kan en ophavsretsindehaver, safremt de observerer en overtradelse heraf pa
Internettet, sende en anmodning til internetudbyderen om, at produktet fiernes fra serveren og
gares utilgaengeligt. Internetudbyderen er ikke retligt forpligtet til at fijerne materialet, men hvis
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internetudbyderen fjerner materialet, kan de ikke sagsgges for at bidrage til den ulovlige
fildeling (“contributory infringement”), hvilket de ellers i modsat fald risikerer. Dermed har
internetudbyderne et meget stzerkt incitament til at fjerne materialet.

Afsendelsen af anmodning er ikke en szerlig omfattende eller kraevende procedure.
Ophavsretsindehaveren skal blot kunne dokumentere at indehave rettlghederne NBC sender
eksempelvis dagllgt op til flere tusinde faxer til internetudbydere for at fa fiernet filmklip fra
Internettet fx pa Youtube.

Andre mider at bekzempe eller forebygge ulovlig fildeling p&
Department of Justice undersgger og forfolger dog forskellige andre mader at bekaempe ulovlig
fildeling pa.

Generelt finder man fra Department of Justices side, at det vigtigt at forsgge at aendre
befolkningens opfattelse af ulovlig fildeling. Befolkningen skal foresta de overordnede fordele,
der er ved ophavsrettighedsprincippet, og hvordan det er et essentielt princip for at sikre
genererlng af ny musik, film og underholdning. Endvidere skal befolkningen veaere opmaerksom
pa den risiko, der er ved ulovlig fildeling, dels i form af hacking og virus, men ogsa risikoen for
clvile sggsmél.

For at undgd ulovlig fildeling er det endvidere vigtigt, at der opfordres til, at der etableres
lovlige alternativer. Itunes og andre mternetbaserede musiktjenester havde vaeret essentielle
for at kunne reducere den ulovlige fildeling pa eksempelvis Napster.

Endvidere er det vigtigt at inddrage aldre private akturer i kampen mod ulovlig fildeling,
herunder eksempelvis kreditkortvirksomheder. Da der p@ et tidspunkt dukkede en raekke
russiske udbydere af online tjenester op grundet huller i den russiske lovgivning, blev disse
farst lukket, da VISA og Mastercard blokerede for betalinger til hjemmesiden.

Et yderligere indsatsomrade i USA er de vuderegaende uddannelser. Undersggelser har vist, at
langt starstedelen af ulovlig fildeling finder sted pa videregdende uddannelser og udfgres af
unge studerende. En undersggelse foretaget af Cornell University har vist, at halvdelen af
universitets bandbredde blev anvendt til ulovlig fildeling. Kongressen har netop vedtaget en
uddannelseslovglvnlng (som dog endnu ikke er underskrevet af praesidenten og derfor endnu
ikke er tradt i kraft), hvor universiteter som betingelse for modtagelse af fﬂderale tilskud er
forpligtet til at udarbeJde en plan for bekaempelse af ulovlig fildeling. En sadan plan kunne
eksempelvis besta i en skriftlig politik pa omradet, som omdeles til de studerende. Der er en
graense for, hvor meget unlver5|teter kan foretage, da der er begraensnlnger for, hvor meget
universiteterne ma overvage de studerende Nogle universiteter har indgaet aftaler med
pladeselskaber om, at alle studerende pa universitet har lov til gratis at downloade musik fra
visse lovlige internettjenester.

Department of Justice har endvidere undersggt mullghederne for at bekaempe ulovlig fildeling
gennem “digitale audiovisuelle fingeraftryk”, hvor det pd baggrund af filers data profil forsgges
at matche disse med produkter, hvor ophavsretten er beskyttet. Det er formalet med disse
systemer, at de automatisk ville kunne blokere de filer, hvor ophavsretten kraenkes.
Department of Justice havde set nogle imponerende demonstratlonsprOJekter, men man var
dog meget skeptisk om, hvorvidt det vil kunne lykkes at indfgre et sadant system i praksis. For
det forste ville det veere nemt at omga systemet, fx via kryptering af filerne. For det andet var
der stor risiko for, at systemerne blokerede filer, som ikke skulle blokeres, fx filer der kunne
ligne det beskyttede veerk, coversange, mindre klip fra beskyttede veerker (fx baggrundsmusik i
film). I forleengelse heraf skal systemet vaere i stand til at undgd at blokere lovlig filudveksling,
som fx Itunes. Department of Justices stgrste bekymring vedrgrte dog den kraenkelse af
privatlivet, som en sddan monitorering ville indebaere. Systemet ville give assoaatloner til
wnretapplng, som er politisk kontroversielt i USA. Systemet ville faktisk fungere pa samme
made som monitoreringen af Internettet i Kina - det var blot nogle andre ting man scannede
efter.

Ambassaden Washington / Christian Stenberg
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Berlin: Tiltag for at forhindre ulovlig fildeling
J.nr.400.U.4-5.

Lovgivningsmaessige tiltag

Bekaampelse af ulovlig fildeling i Tyskland baserer sig pd den pr. 1. september 2008 i
krafttradte nye lov om intellektuel ejendomsret, som |mplementerer EU-direktiv 2004/48/EF om
h@ndsheevelse af intellektuelle ejendomsrettigheder. Lovens formal er at forenkle kampen mod
produktpirateri og gere det lettere for rettighedsindehaveren at ggre sine rettigheder gaeldende.

Konsekvenserne af den nye lov

Med den nye lovgivning har rettighedsindehaveren i forbindelse med et civilretligt segsmél og
under bestemte omstaendigheder mulighed for at kraeve oplysninger om rettlghedskraankeren
fra internetudbyderen. Forudsaetningen herfor er, at ophavsretskraenkelser er begdet i
erhvervsmaessige omfang, og at rettighedsindehaveren opnar en forudgdende
dommerkendelse. Konstateres det, at filer deles erhvervsmaessig, kan rettighedsindehaveren i
det civilretlige sggsmal kraeve ophgr af fildeling og/eller skadeserstatning.

Opdages det, at fildeling - efter en dom om, at den skal ophgre - stadig finder sted, kan
rettighedsindehaveren anmode om, at rettighedskraenkeren palzegges en bgde mellem 5.000 og
250.000 euro. I saerligt grove tilfaelde kan der blive tale om faengsel.

Baggrund
Inden den nye lov tradte i kraft kunne internetudbyderen alene palaegges at udlevere

oplysninger om en mulig ophavsrettighedskraenker gennem anlaggelse af en straffesag. Dette
betad, at rettighedsindehaveren fgrst blev ngdt til at anmelde det strafmaessige forhold og var
afhaengig af, at statsadvokaturen tog sagen op.

Frivillige aftaler mellem internetserviceudbydere og ophavsretsindehavere

Der eksisterer ikke frivillige aftaler mellem internetserviceudbydere og ophavsretsindehavere.
Sadanne aftaler kunne let komme i modstrid med den tyske databeskyttelseslov. Af samme
arsager er ifglge forbundsjustitsministeriet ingen frivillige aftaler undervejs.

Oomstaendigheder, der muligger lukning af en internetforbindelse

Der eksisterer ingen lovgivningsmaessige muligheder for at lukke en internetforbindelse. Dog
bemaerkes, at en computer i forbindelse med en straffesag kan blive konfiskeret.

Nationale domspraksis

Forbundsjustitsministeriet er ikke bekendt med domstolssager hvor spgrgsmalet om lukning at
internetforbindelse pga. ulovlig fildeling eller blokering af ulovlig fildeling har vzeret behandlet.

Ambassaden har tait med Herrn Nielsen, Forbundsjustitsministeriet, afdeling for ophavsret.

Ambassaden Berlin/ Lars Bjgrn Holbgll og Yvonne Davidis
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1. What are the existing legal possibilities/provisions to prevent and terminate illicit
file sharing online?

Ulovlig fildeling er forbudt etter indsverkloven § 2, jf. § 1, og kan straffes med beter eller
fengsel inntil tre maneder, jf. § 54 forste ledd litra a). Er overtredelsen forsettlig, og foreligger
det serlig skjerpende forhold, er straffen beter eller fengsel inntil tre ar, jf. § 54 fjerde ledd.
Medvirkning straffes pd samme mate, jf. § 54 tredje ledd. Forsek pa forsettlig overtredelse
kan straffes likt med den fullbyrdete overtredelse, jf. § 54 femte ledd. I tillegg kan skade som
voldes ved ulovlig fildeling kreves erstattet etter alminnelige erstatningsregler, jf. § 55 forste
ledd.

Ved endringer i &ndsverkloven i 2005 ble det ogsa klargjort at ulovlig nedlasting er forbudt,
jf. § 12 fjerde ledd. Ulovlig nedlasting er straffbart og erstatningsbetingende p4 samme méte
som nevnt ovenfor. Skyldkravet er forsett, jf. § 54 andre ledd. Om begrunnelsen for
lovendringen, se Ot.prp. nr. 46 (2004-2005) s. 30-35, bl.a. pd s. 33: "Hensikten med
bestemmelsen er a avkiare rettstilstanden og dessuten legge bedre til rette for rettslig
Jorfolgning av brukere som kopierer i utstrakt grad og medvirkere som pd ulikt vis bidrar til
den omfattende ulovlige distribusjon av innhold som scerlig skjer over nettverk."

2. Are any such legal possibilities / provisions underway?

Andsverkloven skal i tiden som kommer revideres. Selv om dette forst og fremst er for 4
gjennomga sprék og struktur for 4 fa en mer helhetlig og oversiktlig lov, vil det ogsd vare
naturlig 4 se pd enkelte materielle spersmal, herunder hva som kan gjeres for & begrense den
ulovlige fildelingens enorme omfang.

3. Are there any voluntary agreements in existence between Internet Service
Providers (ISP’s) and right holders to confront and terminate illicit file sharing
online?

Det er for tiden samtaler mellom rettighetshavere og ISPer for & se pd mulige lgsninger. S&
vidt vi vet har man ikke kommet frem til noe konkret enni.

4. Are any such voluntary agreements underway?
Se spersmal 3.

S. Under which circumstances, if any, is it after your national rules possible to
terminate an Internet-access due to criminal activities!?

Det er departementets oppfatning at rettighetshavere, beroende pa de nzermere
omstendigheter, kan kreve midlertidig forfeyning overfor en ISP med grunnlag i ISPens
medvirkning til sine abonnenters krenkelser, jf. tvisteloven § 32-1 tredje ledd. Om f.eks. en
ISP mottar péstand eller opplysning fra rettighetshaver om en brukers gjentatte og vedvarende
krenkelser, mener vi det kan gi grunnlag for midlertidig forfayning — om krenkelsene ikke
oppherer. Resultatet av slik forfoyning kan i ytterste konsekvens bli at abonnementet mé sies
opp. Det er imidlertid opp til domstolene 4 prove en evt. slik sak.

! Svarer begrenser seg til 4 omtale opphavsrettslige forhold.



6. Do you have any national caselaw dealing with the termination of an internet
access due to illicit filesharing?

Nei.
7. Do you have any national caselaw dealing with blocking illicit filesharing?

Nei.
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Emne: London: Britiske tiltag til at forhindre ulovlig fildeling
Ambassaden London 24. september 2008
J.nr. 67.5TB.1-1.
Britiske tiltag til at forhindre ulovlig fildeling

Ref.: EUK-instruktion af 3. september 2008

UK har for nylig igangsat en hgring om mulige reguleringsmetoder mhp. at forhindre ulovlig
fildeling. Samtidig har industrien underskrevet en frivillig aftale (Memorandum of
Understanding/MoU) pd omrédet mhp. sammen med repraesentanter for rettighedshaverne og
regeringen at fremme uddannelse af brugerne, loviige alternativer og et selvregulerende miljg.
Endvidere har man ivaerksat en pregveperiode, hvor skriftlige advarsler sendes til
internetbrugere, der kreenker ophavsretten.

UK anerkender et stort behov for at forhindre ulovlig fildeling, men holdningen er at der naeppe
eksisterer en universel lgsning p8 problemet.

* %Kk

Den britiske regering har 24. juli d.3. ivaerksat en hgringsproces mhp. at fastlaegge mulige
reguleringer pa omradet omkring ulovlig fildeling. Grundlaeggende er den britiske holdning, at
en samarbejdslgsning mellem regeringen, industrien og ophavsrettighedsindehaverne er at
foretraekke, idet en sadan ikke vil vaere konkurrenceforvridende, er fair for alle parter - saerligt
borgerne, og i gvrigt betragtes som den mest effektive tilgang.

I forbindelse med fremlaeggelsen af hgringsdokumentet (se vedlagte) har de seks stgrste
internetudbydere, ophavsrettighedsindehaverne og regeringen underskrevet en frivillig aftale
(Memorandum of Understanding/MoU - se annex D i hgringsdokumentet) med henblik pa at
h&ndtere ulovlig fildeling af kreativt online-indhold. Fglgende principper vil danne grundlag for
samarbejdet:

a. Opmeerksomheden omkring ulovlig fildeling skal eges gennem uddannelse af brugerne.

b. Lovligt materiale skal geres disponibelt online i en raekke tilgaengelige formater.
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¢. Der skal skabes et selvregulerende miljg med fokus pa information til internetudbydernes
brugere iht. brud p& ophavsrettighederne som resultat fildeling.

Parterne vil ud fra dette grundlag samarbejde om udvikling af kutyme og regler, understgttet af
en Iovfaestet pligt for internetudbyderne om at have en effektiv politik pd omradet, med henblik
pa at handtere problemerne med uloviig fildeling. Endvidere vil man i en tre maneders prgvetid
forsgge at underrette de enkelte brugere skriftligt om deres overtraedelse, samt hvilke lovlige
alternativer der eksisterer i denne sammenhaeng. Det understreges, at der af hensyn til
borgernes retssikkerhed ikke er tale om en overvagnmg af individuelle webaktiviteter. Derimod
vil det veere rettighedsindehaverne der, nar et brud pd ophavsretten observeres, ldentlf icerer
den pagaeldende IP-adresse, hvorefter internetudbyderen kontaktes mhp. at fastsl& brugerens
identitet. I tilfaelde af gentagne overtraedelser undersgges ligeledes mulighederne for at
handtere dette. Samarbejdet vil afslutningsvis fokusere pé udviklingen og gennemfgrelsen af en
erhvervsledet oplysningskampagne, hvor Ofcom (konkurrencemyndlgheden) vil agere
facilitator. Den britiske regering deltager som observatgr i arbejdsgrupperne.

Selvom den samregulerende/frivillige metode foretraekkes, er der i ovennavnte
hgringsdokument ligeledes identificeret en raekke alternative regulatlve tilgange. Disse
overvejelser vedrgrer bl.a. en mindre grad af selvregulering pa omr3det, indfgrelse af en
tredjepart til vurdering af bevisfgrelse samt krav om, at internetudbyderne skal installere
tekniske Igsninger, der blokerer ulovligt indhold. Det er endnu usikkert, hvorvidt disse kan
gennemfgres i lyset af de eksisterende databeskyttelsesregler samt bestemmelserne fra e-
handelsdirektivet.

Det understreges fra britisk side, at ethvert tiltag, frivilligt eller regulativt, foretages i en britisk
kontekst. Sdledes kan dette afvige fra, hvad der i andre medlemsstater findes hensigtsmaessigt.
Den britiske holdning er, at det er ngdvendigt at handle ift. ulovlig fildeling, men at der nasppe
eksisterer en universel Igsning.

%k %k ok

What are the existing legal possibilities/provisions to prevent and terminate illicit file
sharing online?

De fleste bestemmelser angdende fildeling falder under det civilretlige omrade i UK.
Ophavsrettighedsindehavere kan prgve deres ret ved en domstol og kan endvidere erhverve en
retskendelse til afslgring af identiteten bag en given IP-adresse. P3 det grundlag kan der fares
retssag mod de involverede (se evt. afs. 3.40 i hgringsdokumentet).

Are any such legal possibilities / provisions underway?

Det oplyses, at BPI (Brltlsh Phonographlc Industry), som repraesenterer musikindustrien, har
fgrt flere retssager pa dette omrade. Endwdere har splllndustrlen for nyligt fert sag mod en
kvinde, der blev idgmt erstatningsansvar pa £ 16.000 (Se nedenstdende artikel)

WOMAN MUST PAY £16,000 OVER ILLEGAL FILE-SHARING

Published 19 Aug 2008 - 02:46

By Josie Clarke, PA Consumer Affairs Correspondent

(ADVISORY: First ran yesterday under embargo)
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A woman has been ordered to pay out £16,000 after a swoop on Britons who illegally share
games and films over the internet, lawyers said today.

The woman, who has not been named, is among the first to be taken to court in the UK by
computer game manufacturers seeking to protect their copyright.

The Patents County Court in London ordered that the woman pay damages of £6,086.56 and
costs and disbursements of £10,000 to Topware Interactive, owner of the computer game
Dream Pinball 3D, London law firm Davenport Lyons said.

The firm has launched civil proceedings against 100 people suspected of illegally uploading
copyrighted works on behalf of Topware Interactive.

The case is focusing on peer-to-peer networks, which give subscribers direct access to each
other's computers, allowing people to download files without paying fees to the copyright
owner.

Earlier this year, the Central London County Court ruled against four people who were found to
have infringed copyright by sharing games illegally on the internet.

David Gore, a partner at Davenport Lyons, said: "lllegal file-sharing is a very serious issue
resulting in millions of pounds of losses to copyright owners.

"As downloading speeds and internet penetration increase, this continues to be a worldwide
problem across the media industry which increasingly relies on digital revenues.

“The damages and costs ordered by the court are significant and should act as a deterrent. This
shows that taking direct steps against infringers is an important and effective weapon in the
battle against online piracy."

The High Court in London has ordered internet service providers (ISPs) to release several
thousand names and addresses of suspected file sharers, the firm said.

The most recent case followed a Government-brokered deal between the UK's music and film
industries and ISPs to tackle illegal file-sharing, it added.

Some six million people are thought to engage in illegal file-sharing each year.
End”

Are there any voluntary agreements in existence between Internet Service Providers
(ISP’s) and right holders to confront and terminate illicit file sharing online?

Flere internetudbydere har bilaterale aftaler med én eller flere
rettighedsindehaverorganisationer (eks. Virgin Media og BPI). Disse aftaler involverer typisk, at
internetudbyderen sender et skriftlig advarsel til den formodede lovovertraeder. Ingen udbyder
har endnu suspenderet eller lukket nogen konto som resultat af ulovlig fildeling.

Den ovenfor beskrevhe MoU medfgrer som naevnt ivaerkszettelse af et forssgg med en mere
formel brevskrivningspraksis. Endvidere forpligter MoU’en, som tidligere naevnt, underskriverne
til at samarbejde mhp. at reportere mulige Igsninger pd problemet med gentagne overtraedere,
at gennemfgre en bredere oplysningskampagne og i henhold til konkurrencelovgivningen at
undersgge alternative metoder til at tilvejebringe indhold til brugerne.

Are any such voluntary agreements underway?
Se ovenstaende.

Under which circumstances, if any, is it after your national rules possible to terminate
an Internet-access due to criminal activities?

Alle britiske internetudbydere har en klausul i deres kontrakt, som forbyder anvendelse af deres
internetforbindelse til ulovlige formdl. Denne klausul henviser i visse tilfelde eksplicit til
reglerne om ophavsret. Enhver internetudbyder kan sdledes veelge at nedlaegge en webkonto,
hvis abonnenten menes at have brudt denne klausul.

Do you have any national caselaw dealing with the termination of an internet access
due to illicit filesharing?
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Ikke ifglge det oplyste. Et civilt ssgsmal fra en rettighedsindehaver ville resultere i et
erstatningsansvar for den person, der har beg3det overtraedelsen (som beskrevet i spm. 2).

Safremt den ulovlige fildeling var af en strafferetlig karakter, ville den skyldige ifglge afsnit 107
i “Copyright Designs and Patents Act 1998” kunne démmes:
a. Ved “summary conviction”: Faengselsstraf for en periode ikke overstigende seks maneder
og/eller en bgde ikke overstigende det lovbestemte maksimum
b. Ved "conviction of indictment”: En bgde og/eller faengselsstraf ikke overstigende to 3r
(se evt. http://www.opsi.gov.uk/acts/acts1988/ukpga 19880048 en 5)

Do you have any national caselaw dealing with blocking illicit filesharing?
Ikke ifglge det oplyste.

% Xk %k

Ovenstdende er baseret p8 oplysninger fra Assistant Director Mike Kiym, BERR.

Ambassaden London / Sidsel Honoré og Niels Heltberg
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24 July 2008

New measures to address online file-sharing

The Government today welcomed a landmark industry agreement to address
unlawful file-sharing of film and music online.

The agreement is signed by the six major Intemnet Service Providers (ISPs),
the music and film rights-holders and Government.

This is a world-first solution aiming to provide consumers with content in the
way they wish to use it, encouraging new uses of technology and protecting
Britain’s world leading creative industries.

The agreement is central to the Government's preferred industry-led
approach, outlined in a consultation document released today on legislative
options to address unlawful file sharing online.

The approach involves the signatories working together to:
o Engage with and educate users about unlawful file sharing
e Make material legally available online in a wide range of user-friendly
formats
o Create a self-regulatory environment, with the involvement of Ofcom,
including informing consumers of the illegality of file sharing and
pointing to altemative legal methods available.

Business Secretary of State John Hutton said:

“This is an intelligent approach to tackling unlawful fire-sharing by industry
and ISPs. It tells consumers what they can do, rather than just what they
can't.

“This light-touch approach keeps up with the pace set by technology and will
protect consumers, creative industries and the use of technology now and in
the longer term.”

Culture, Media and Sport Secretary Andy Burmham said:

“It's a great thing that new technology lets young people today explore popular
culture in a way my generation simply could not. But this freedom cannot
extend to allowing people to think they can access content for free. We expect
Britain to produce the best bands and films in the world. But that will only
happen if we find new ways of rewarding our creative talent and investing in
new names.

“This is why today's announcement is so significant. It holds out the hope of a
sustainable future for music and our other creative industries whilst ensuring
that consumers continue to get the full benefits that new technology can offer.



“Britain’'s creative industries have grown quickly in the last 10 years and will
play a bigger role in our future. Their success is critically underpinned by
workable systems of copyright and that is why the issues we are discussing
today go to the heart of our economy

“We made a commitment to tackle these difficult issues and | am encouraged
by the new focus and momentum. But we want solutions that work for
everybody.”

The approach will pilot letters to be sent to the registered user of an internet
account when their account has been identified as having been used to
unlawfully share copyrighted material. The letters could point consumers to
other sources of material available legally and in a variety of formats.

ISPs and rights holders will produce a Code of Practice together on how they
will deal with alleged repeat infringers. Government will consult to give this
Code legislative underpinning.

Ofcom will facilitate discussion between the parties and approve the final
Code of Practice. Ofcom will also ensure that the self-regulatory mechanism
is effective, proportionate and fair to consumers.

Notes to editors:

1. The consultation document is available at
http://www.berr.gov.uk/consultations/index.html

2. The Memorandum of Understanding has been signed by the ISPs, the
British Phonographic Industry (BPI) and the Motion Picture Association
(MPA) and endorsed by the Anti-Film Theft Taskforce.

3. The six ISPs are Virgin Media, Sky, Carphone Warehouse, BT, Orange
and Tiscali.

4. The BPI, formerly known as British Phonographic Industry, is the body
that represents the British recorded music business.

5. Ofcom involvement will ensure that the self-regulatory mechanism is
effective, proportionate and fair to consumers.

6. The Anti-Film Theft Task Force is a coalition of audio-visual
organizations comprising; The UK Film Council, All Industry Marketing
(AIM), British Video Association (BVA), Cinema Exhibitors’ Association,
(CEA), Federation Against Copyright Theft (FACT), Film Distributors
Association (FDA), Film Education, Industry Trust for IP Awareness,
Motion Picture Association (MPA), and Producers’ Alliance for Cinema
and Television (PACT).

7. ISPs do not monitor individual accounts. Letters to customers are
generated by rights holders identifying material available on file-sharing
websites which they believe breaches copyright. During this process, it
is possible for rights holders to identify the IP address. Rights holders
then alert ISPs who can isolate the details of the user's account of that
IP address and send a letter. The letter informs the customers that their
account has been used to share copyrighted material without
permission and points customers towards legal alternatives. At no
stage is a consumer’s personal web browsing monitored.
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Maj Vestergaard Jensen

Fra: Signe Lind [siglin@um.dk]
Sendt: 24. september 2008 13:33
Til: EUK; HAAAMBU, Archive

Cc:  Berlin; Bryssel AMB; London; Helsinki; Oslo; Paris; Stockholm; Washington; Maj Vestergaard
Jensen; Bente Skovgaard Kristensen; Thomas Lehmann; Lone Boelt Maller (EUK); Kirsten
Malling Biering; Kim Rosner Pedersen; Christian Nygard Nissen; HAAAMBU, Indberetning;
Udenrigsministeriet

Emne: Haag: Tiltag til at forhindre ulovlig fildeling: Nederlandene (svar pa instruktion)

Ambassaden Haag

Tiltag til at forhindre ulovlig fildeling: Nederlandene (svar pa instruktion)
J.nr. 400.U.1.HAG. ; MRS 3.a

Ref.: EUK-instruktion af 3. september 2008

Spgrgsmalet om ulovlig fildeling er i NL reguleret af NL Copyright Act (vedheeftet i uofficiel
engelsk oversaettelse).

I henhold til denne skal offentliggareilse — hvad enten dette er over internettet eller andre
steder ~ af et beskyttet vaerk have rettlghedsmdehaverens samtykke. Det er imidlertid tilladt at
lave en kopi af et beskyttet vaerk til privat brug, safremt man betaler kompensation herfor til
rettighedsindehaveren (der palaegges en merudgift, safremt der er tale om kopiering af et
audiovisuelt vaerk). Det er saledes iht. NL lovgivning quvllgt at uploade et beskyttet vaerk uden
rettighedsindehaverens samtykke, men det er ikke som sddan ulovligt at downloade disse
veerker.

Man angriber altsa i NL problematlkken omkrlng ulovlig fildeling ift. kilden, da man mener, dette
er en langt mere effektivt fremgangsmade vis a vis at rette lovgivningen mod den enkelte
forbruger, der downloader et eller flere vaerker.

I overensstemmelse med EU Direktiv 2004/48/EC indsatte NL i Copyright Act en artikel, som
giver en rettighedsindehaver mulighed for at anlzegge civilt sagsmal mhp. at forpligte
internetudbyderne (ISP’er) til at afskzere internetforbindelsen hos dem, der uploader og deler
filer via internettet uden rettighedsindehaverens samtykke.

Der vil endvidere inden for de naeste par uger blive offentliggjort et kodeks (en ‘Notice and Take
Down Code’) indgaet mellem rettlghedshavere og ISP’er, som beskriver den procedure, ISP’er
skal falge, safremt en rettighedsindehaver pastar kraenkelse foretaget pa en website. Det kan
pa nuvaerende tidspunkt ikke oplyses nzermere, hvad aftalen indeholder, da aftalen
tilbageholdes indtil offentligggrelsen for regeringen.

Vedr. retspraksus pa omrédet er der efter det oplyste en del domme om nedlukning af websites,
hvorpa er foregdet ulovlig fildeling, samt domme vedr. udlevering af oplysninger om personen,
som stdr bag den ulovlige fildeling, sdledes at rettighedsindehaveren selv kan rette henvendelse
mhp. at indstille kraenkelsen. De vigtigste og mest principielle afggrelser findes pd hjemmesiden
for NL pendant til AntiPiratGruppen - "Brein” (www.anti-piracy.nl). Her ligger der links til 6
afggorelser dateret fra 2005-2008: 3 omhandler direkte nedlukning af ulovlige websites.

Sifremt det skfannes hjeelpsomt, kan ambassaden bistd med yderligere oplysninger vedr. det
planlagte kodeks, nar dette foreligger.

Ambassaden har talt med juridisk rgdgiver Nicole Hagemans fra NL Justitsministerium.

Ambassaden Haag / Signe Lind - Christian Nissen

25-11-2008
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Maj Vestergaard Jensen

Fra: Lene Osmann [lenosm@um.dk]
Sendt: 24. september 2008 12:04

Til: EUK; Maj Vestergaard Jensen; Bente Skovgaard Kristensen; Thomas Lehmann; Lone Boelt
Mgaller (EUK); Udenrigsministeriet; STOAMBU, Archive

Cc: Lene Osmann; Bent Graff, STOAMBU, Cirkulation

Emne: Stockholm: Svar pé instruktion: indberetning til Kulturministeriet om tiltag til at forhindre ulovlig
fildeling

Stockhoim: Svar pé& instruktion: indberetning til Kulturministeriet om tiltag til at
forhindre ulovlig fildeling - frist 24. september 2008
J.nr. 400.U.4-5.

1. What are the existing legal possibilities/provisions to prevent and terminate
illicit file sharing online?
Rattighetshavare kan gora en polisanmélan om att intrdng (et indgreb) har skett i
deras upphovsritt. Savél upp- som nedladdning (up- og downloadmg) av nagon
annans upphovsréttsligt skyddade (beskyttede) material utan tilldtelse fran
upphovsmannen/andra rattlghetshavare &r straffbart. Likasd &r medverkan till intr@ng
straffbart. En polisanmalan kan alltsd leda till att intr@ngsgéraren straffas. Detta &r
naturligtvis en fr8ga fér domstol.

Réttighetshavare har ocks3 méjlighet att vanda sig till domstol och begara ett
(civilrattsligt) vitesforeldggande (ikendelse af bade for at fremtvinge en handlepligt)
mot den aktuella Internetieverantéren. Det som kravs for att vitesféreldggande ska
beslutas ar att Internetleverantoren i obJektlv mening kan anses ha medverkat till att
ett intrang har skett. Denna méjlighet har, sdvitt vi kdnner till, annu inte provats av
domstol. Det &r darfor oklart vad som ndrmare krévs i frdga om medverkan frin
Internetleverantérens sida och ddrmed vilka situationer som kan komma att omfattas
av vitesmdjligheten.

2. Are any such Iegal possibilities / provisions underway?
Ja, Sverige haller pd att genomfora det civilréttsliga sanktionsdirektivet
(2004/48/EG). I det sammanhanget planerar vi att inféra en mdjlighet for
rattighetshavare att, via domstol, 3 till stadnd beslut om att Internetleverantdrer ska
ge réttighetshavare information om vem som star bakom ett visst IP-nummer som
har anvénts for upphovsrattsmtr&ng Dérefter har rattighetshavare méjlighet att
agera mot den missténkte intr@ngsgéraren, t.ex. skicka varningsbrev (advarselsbrev)
eller vicka skadestandstalan (skadeerstatningsretssag).

3. Are there any voluntary agreements In existence between Internet Service
Providers (ISP’s) and right holders to confront and terminate illicit file
sharing online?

Nej.

4, Are any such voluntary agreements underway?
Fér ndrvarande pagar av regeringen initierade branschsamtal. Samtalen pabérjades
(p8begyndtes) fére sommaren och planeras avslutas den 10 oktober 2008. Det &r
annu for tidigt att séga vad samtalen kan resultera i, men regeringens malsattning &r
att frivilliga 6verenskommelser ska tréffas. Branschsamtalen kan delas in i tva
huvudfragor. Den ena frdgan handlar om vad som kan géras for att skapa battre och
mer konsumentvénliga affarsmodeller (forretningsmodeller). Den andra fragan géller
vilka frivilliga l6sningar som réttighetshavare och Internetleverantérer kan komma
éverens om fr att tillsammans minska upphovsrittsintrdngen p8 Internet.

5. Under which circumstances, if any, is it after your national rules possible to
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terminate an Internet-access due to criminal activities?
Den mdjlighet som kan finnas &r att en Internetleverantér anses medverka till intrang

och far ett vitesférelaggande (ikendelse af bade for at fremtvinge en handlepligt) mot
sig med innebdrd att intrdnget ska upphéra. Beroende p& hur féreldggandet utformas
skulle detta kunna resultera i en avstangning (udelukkelse). Som framgétt ovan ar
det dock oklart i vilken utstrdckning denna méjlighet kan anvéndas i fraga om olovlig
fildelning. Savitt vi kanner till har méjligheten inte prévats.

6. Do you have any national caselaw dealing with the termination of an internet

access due to illicit filesharing?
Nej, inte sdvitt vi kdnner till.

7. Do you have any national caselaw dealing with blocking illicit filesharing?
Nej, inte sdvitt vi kanner till.

Spgrgsmalene er besvaret af kanslirdd Christoffer Démery fra Justitiedepartementet.

25-11-2008
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September 23, 2008

Reply of the Ministry of Education and Culture of Finland
to questions concerning "Illicit file sharing on the internet"

1. What are the existing legal possibilities/provisions in Finland to prevent and terminate illicit

file sharing online?

1. Criminal process: The rightholder or his representative may request for a police
investigation if there is an alleged breach of copyright or copyright crime. If the
facts support suspicion of a crime the preliminary investigation may lead to
prosecution or to out-of-court settlement.

2. Civil process: The rightholder or his representative may, under Section 60a(1)
of the Copyright Act, request the court to order the internet service provider to
reveal contact information about a tele-subscriber who, unauthorised by the au-
thor, makes material protected by copyright available to the public.

The court reserves the internet service provider an opportunity to submit written
observations regarding the petition, and when needed, the rightholder or his rep-
resentative an opportunity to make his statement.

The court may reject the petition, e.qg. if the information is not available anymore.
If the court approves the petition the internet service provider is obliged to dis-
close information, i.e. to use the identifying information in its possession, so as to
determine the user of the telecommunications services in breach of copyright.

In practice, when the identity of the holder of the IP address has been revealed
the rightholder or his representative sends him a letter including information on
the alleged infringement and asks him to contact in order to settle the matter. In
most cases the breach of copyright has been confessed and the matter has been
settled. It is also possible to make a request for a police investigation.

Sections 60a-60d of the Copyright Act (enclosed in English) were enacted in 2005
in the context of the implementation of the Information Society Directive
(2001/29/EC), and its Article 8. The provisions in Section 60c have been amended
in 2006 in the context of the implementation of the Enforcement Directive (Direc-
tive 2004/48/EC).

3. Civil process: Request to the court of contact information about a tele-
subscriber (Copyright Act, Section 60a, described above) and request of an in-
junction to discontinue (Copyright Act, Section 60c).

The cutting-off of the internet connection by the court order to the internet ser-
vice provider to discontinue the making of the allegedly copyright-infringing mate-
rial available to the public is an interim measure by its nature. Its aim is to stop
the distribution of the protected material until the alleged infringement has been
settled.

The court may, under Section 60c(2), issue an injunction to discontinue already
before the legal action referred to in Section 60b is taken, if it is apparent that the
author's rights would otherwise be seriously prejudiced. Furthermore, the court
may issue an interim injunction to discontinue without hearing the alleged in-
fringer, if deemed hecessary for the urgency of the case.



2. Are any such legal possibilities / provisions underway?

About the recent development, see reply to question 4.

3.Are there any voluntary agreements in existence between Internet Service Providers (ISP's)
and right holders to confront and terminate illicit file sharing online?

The Ministry of Education and Culture is aware of one agreement (between the
Finnish Composers' Copyright Society Teosto and a Finnish internet service pro-
vider, done in 1997), regarding the situation where the internet service provider
acts as a host service provider. The agreement covers, inter alia, the following ar-
eas: obligation to inform the subscribers, arrangements for removing unlawful
content from the server of the service provider, and compensation for damages if
the material has not been removed within a reasonable time.

The understanding is that the parties have not applied this agreement in practice
lately.

4. Are any such voluntary agreements underway?

The Ministry of Education and Culture has recently launched branch talks on the
promotion of electronic commerce of copyrighted content and reduction of illicit
file sharing over the internet. To this end, ways will be explored for facilitating le-
gal distribution over the internet and reducing illicit distribution, for instance by
means of information and the development of operational practices in internet
services supply.

The following parties were invited to the talks: Ministry of Employment and the
Economy, Ministry of Transport and Communications, Ministry of Justice, Finnish
Communications Regulatory Authority (FICORA), The Office of the Data Protection
Ombudsman, Consumer Agency, internet service providers, and representatives
of rightholders and producers of creative contents. In the invitation letter the aim
of the talks was described as follows:

"The aim of the talks is to find out which kind of operational practices, dissemina-
tion of information, other measures and cooperation between the parties con-
cerned could be used to improve conditions for the distribution of electronic com-
merce of copyrighted content and appreciably reduce the volume of illicit file shar-
ing over the internet.

Should the expert group opt for the development of operational practices as the
way to proceed, a proposal for a contractual protocol or some other document
guiding practices in the branch will be drawn up at the talks.

The talks will pay particular attention to statutes on the confidentiality of commu-
nications and on the identification and personal data in telecommunications data
retention, to internet service providers' contractual relations with their clients,
and to considerations relating to consumers. It will be appraised whether the new
solutions are realisable within the present legislation and contractual practices, or
whether these need to be amended.”



5. Under which circumstances, if any, is it after Finnish national rules possible to terminate an
Internet-access due to criminal activities?

An "injunction to discontinue” mentioned above in reply to question 1 may be or-
dered also in the course of the criminal process. Normally the infringing activities
end when the computers and other equipment are confiscated. The court decision
does not cover subscription contracts as such. It is possible to continue infringing
activities by using new computers and new internet connections.

6. Do you have any national caselaw dealing with the termination of an internet access due to
illicit filesharing?

Enclosed is the English translation of an injunction under section 60c of the Copy-
right Act by the District Court of Helsinki.

The injunction to discontinue is always interim by its nature. There is no case law
where the court would have ordered a permanent cutting-off of internet connec-
tion or a prohibition to acquire a new internet connection.

7. Do you have any national caselaw dealing with blocking illicit filesharing?

No, we don't have. It is unclear whether a court under the present legislation may
order the ISPs to block access to websites unlawfully offering copyright-protected
materials.



Unofficial translation (original: Finnish)

Copyright Act, Finland Nr. 404/1961

[The whole Copyright Act in Swedish: http://www finlex.fi/sv/laki/ajantasa/1961/19610404 ]

Prevention of access to material infringing copyright (14.10.2005/821)
Section 60a (14.10.2005/821)

(1) In individual cases, notwithstanding confidentiality provisions, an author or his representa-
tive shall be entitled, by the order of the court of justice, to obtain contact information from
the maintainer of a transmitter, server or a similar device or other service provider acting as
an intermediary about a tele-subscriber who, unauthorised by the author, makes material pro-
tected by copyright available to the public to a significant extent in terms of the protection of
the author's rights. The information shall be supplied without undue delay. The handling of the
matter concerning the information to be supplied shall be governed by the provisions of Chap-
ter 8 of the Code of Judicial Procedure.

(2) The author or his representative who has obtained contact information referred to in sub-
section 1 above shall be governed by the provisions of Sections 4, 5, 8, 19, 31, 41 and 42 of
the Act on the Protection of Privacy in Electronic Communications (516/2004) pertaining to
confidentiality and the protection of privacy in communications, the handling of messages and
identification data, information security, guidance and supervision, coercive measures and
sanctions.

(3) An author or his representative referred to in this Section shall defray the costs incurring
from the enforcement of an order to supply information and recompense the maintainer of the
transmitter, server or other similar device or other service provider acting as an intermediary
for possible damage.

Section 60b (14.10.2005/821)

For the purpose of prohibiting continued violation, the author or his representative has the
right to take legal action against the person who makes the allegedly copyright-infringing ma-
terial available to the public. In allowing the action, the court of justice shall at the same time
order that the making available of the material to the public must cease. The court of justice
may impose a conditional fine to reinforce the order.

Section 60c (21.7.2006/679)

(1) In trying a case referred to in Section 60b, the court of justice may, upon the request of
the author or his representative, order the maintainer of the transmitter, server or other de-
vice or any other service provider acting as an intermediary to discontinue, on pain of fine, the
making of the allegedly copyright-infringing material available to the public (injunction to dis-
continue), unless this can be regarded as unreasonable in view of the rights of the person
making the material available to the public, the intermediary and the author.

(2) Before legal action referred to in Section 60b is taken, the court of justice referred to In
said Section may, upon the request of the author or his representative, issue an injunction to
discontinue, if the conditions mentioned in subsection 1 for its issue are met and if it is appar-
ent that the author’s rights would otherwise be seriously prejudiced. The court of justice shall
reserve an opportunity to be heard both for the person against whom the injunction is sought
and for the person making the allegedly copyright-infringing material available to the public. A
service of a notice to the person against whom the injunction is sought may be delivered by



posting it or by using fax or electronic mail. The handiing of the matter shall otherwise come
under the provisions of Chapter 8 of the Code of Judicial Procedure.

(3) Upon the request the court may issue an interim injunction to discontinue referred to sub-
section 2 without hearing the alleged infringer, if deemed necessary for the urgency of the
case. The injunction shall remain in force until further notice. After the injunction has been
issued, the claimed infringer shall be reserved an opportunity to be heard without delay. After
hearing the claimed infringer, the court shall decide without delay whether it retains the in-
junction in force or cancels it.

(4) An injunction to discontinue issued pursuant to this Section shall not prejudice the right of
a third person to send and receive messages. The injunction to discontinue shall enter into
force when the applicant provides the security referred to in Section 16 of Chapter 7 of the
enforcement act (37/1895) to the execution officer, unless otherwise provided in Section 7 of
Chapter 7 of the Code of Judicial Procedure. The injunction to discontinue issued by virtue of
subsection 2 or 3 of this section shall expire, if a legal action has not been taken within one
moenth from the issuing of the injunction.

(5) If the legal action referred to in Section 60b is dismissed or ruled inadmissible or the case
is discontinued due to that plaintiff has cancelled his legal action or failed to appear in court of
justice, the person requesting the injunction to discontinue must recompense the person
against whom the injunction is issued, as well as claimed infringer for damage caused by the
enforcement of the injunction and for the costs incurring in the matter. The same shall apply
when the injunction to discontinue is cancelled by virtue of subsection 3 or expires by virtue of
subsection 4. The taking of legal action for the compensation of damages and costs shall be
governed by the provisions of Section 12 of Chapter 7 of the Code of Judicial Procedure.

Section 60d (14.10.2005/821)

The provisions of Sections 60a—60c above shall correspondingly apply to the holder of a
neighbouring right conferred by Chapter 5 and his representative.



DISTRICT COURT OF HELSINKI ORDER N:o 18661

Division 3 Petition under s.60c of the Copyright Act
Porkkalankatu 13

00180 Helsinki

Telefax 010 3644 899

Email / Registry Issued in chambers
Helsinki.ko@oikeus.fi 23 June 2008 at 3:00pm 08/3008

District Judge Ari Wirén

Petitioners 1. Finnish Composers' Copyright Society Teosto/NCB, Helsinki

2. Suomen Aéni- ja kuvatallennetuottajat AKT ry (IFPI Finland), Helsinki
representing the following record production companies:

a) Bonnier Amigo Music Finland Ltd

b) Edel Records Finland Ltd

c) EMI Finland Ltd

d) Johanna Kustannus Ltd

e) Playground Music Scandinavia Ltd

) Poko Rekords Ltd

g) Sony BMG Music Entertainment Finland Ltd
h) Spin-Farm Ltd

i} Universal Music Ltd

j) Warner Music Finland Ltd

Attorney Jaana Pihkala, LL.M.
Copyright Information and Anti-Piracy Centre
(Contact information hidden)

Respondent Mr X
(Personal data hidden)

Party to the case TeliaSonera Finland Ltd, Helsinki
c/o Legal Department
(Contact information hidden)

Nature of the case Injunction under section 60c of the Copyright Act
Date of pendency 4 February 2008



CASE OUTLINE

Petition of 4 Feb 2008The petitioners, Finnish Composers’ Copyright Society Teosto/NCB and
Suomen Aéni- ja kuvatallennetuottajat AKT ry (IFPI Finland), representing
the following record production companies:

a) Bonnier Amigo Music Finland Ltd

b) Edel Records Finland Ltd

¢) EM! Finland Ltd

d) Johanna Kustannus Ltd

e) Playground Music Scandinavia Ltd

f) Poko Rekords Ltd

g) Sony BMG Music Entertainment Finland Ltd
h) Spin-Farm Ltd

i) Universal Music Ltd, and

j) Warner Music Finland Ltd,

have in a petition filed with the District Court on 4 February 2008 requested,
on the grounds specified in the petition, firstly, that the District Court oblige
TeliaSonera Finland Ltd, a party to the case, to disclose certain contact
details to the petitioners under section 60a of the Copyright Act; these
details pertain to the user of the telecommunications service referred to in
the petition as “Connection” at the time specified in the petition. The
“Connection” referred to in the petition is the following:

IP address: xxx (hidden) as on 1 December 2007 at 16:40 UTC (18:40
Finnish time).

According to the petition, the IP address in question had been used
between 18:36 and 18:41 (Finnish time) for the trial download of the track
“Today” by the band Smashing Pumpkins.

The petitioners have justified the petition also by stating that they had
noticed that works whose copyright was held by the petitioners had been
made available to the public, without authorisation, by a person with the
nick “fafaga” over the peer-to-peer network ‘DirectConnect’ on the
telecommunications service with the IP address xxx {hidden), as referred to
in the petition.

Secondly, the petitioners have requested in their petition that the District
Court enjoin the telecommunications company TeliaSonera Ltd, a party to
the case, from making available to the public the material allegedly in
breach of copyright. Owing to the urgency of the matter, the petitioners
have requested that the injunction be issued on an interim basis without
reserving the alleged infringer an opportunity to be heard, as provided in
section 60c¢(3) of the Copyright Act. The petitioners have indicated in their
petition that the infringement has concemed a total of 10,058 musical
works; the authors of every work are represented by Finnish Composers’
Copyright Society Teosto/NCB and the production rights of at least 3,258 of
the works are held by member corporations in IFP! Finland.



Measures of TeliaSonera Ltd, a party to the case, regarding the petition under section 60a of
the Copyright Act

The District Court has reserved TeliaSonera Finland Ltd an opportunity to
submit written observations regarding the petition under section 60a of the
Copyright Act; the company has not within the brief time limit set by the
Court submitted any observations on the requests made by the petitioners
under section 60a of the Act.

District Court order of 12 February 2008 N:o 4597

By its order of 12 February 2008 N:o 4597, on the grounds specified in the
order, the District Court of Helsinki has obliged TeliaSonera Finland Ltd, a
party to the case, to use the identifying information in its possession so as
to determine the user of the following telecommunications service at the
following time point, and to disclose without undue delay the contact details
of the user to Finnish Composers’ Copyright Society Teosto/NCB and to
IFPI Finland.

IP address: xxx (hidden) Time point. 1 December 2007 at 16:40 UTC or
18:40 Finnish time.

Further proceedings, written statements of the party to the case and of the petitioners
Written statement of TeliaSonera Finland Ltd, 5 March 2008

On 5 March 2008, TeliaSonera Finland Ltd submitted a written statement to
the District Court regarding the petitioners’ petition, contesting the
petitioners’ requests under section 60c of the Copyright Act and requesting
in tum that the petition be rejected.

in its written statement, TeliaSonera Finland Ltd has observed that the
petition did not concern a situation referred to in section 60c of the
Copyright Act at all, as the evidence presented by the petitioners did not
prove that the tracks listed in annex 1 of the petition would have been
music tracks whose copyright were held by third parties. During the one-
hour period covered by the petition, the petitioners had been able to
download a total of five music tracks. The evidence attached to the petition
did not show that the petitioners would be susceptible to serious economic
loss were the injunction under section 60c of the Copyright Act not issued
before the beginning of proceedings. According to TeliaSonera Finland Ltd,
the petitioners had likewise not shown that the IP address mentioned in the
petition would have been used to make copyrighted material available to
the public.

In addition, TeliaSonera Finland Ltd has noted that, in practical terms, the
issue of an injunction in accordance with section 60c of the Copyright Act
would mean that TeliaSonera Finland Ltd has no other alternative than to
disconnect the respondent’s Internet service; the provision of the service is
subject to a prior contract between the respondent and TeliaSonera Finland
Ltd. TeliaSonera Finland Ltd has noted in its statement that it was not in a
position to interrupt the operation of given software applications by the end
user. Under section 60c(4) of the Copyright Act,



an injunction shall not prejudice the right of a third party to send and to
receive messages. The prevention of the use of a telecommunications
service by way of an injunction would mean that not only the respondent,
but also other members of his household would be prevented from using
the Intemet on the respondent’s service, resulting in the right of the other
members of the respondent's household to send or to receive Intemet
messages being prejudiced. The company has further noted that the
evidence presented by the petitioner [sic - tr.] concemed downloads carried
out by the petitioners some three months earlier.

Wiritten staternent of the petitioners, 13 March 2008

The petitioners, Finnish Composers’ Copyright Society Teosto/NCB and
Suomen Aéni- ja kuvatallennetuottajat AKT ry (IFPI Finland), submitted a
written statement to the District Court on 13 March 2008:

Annex 1.
Petitioners’ documentary evidence and the other trial material invoked by the petitioners
1. List of the works subject to copyright infringement
Screen captures from software applications DC++ and Commview
Printout from software application Smartwhois
Extract from the trade register
Opinion of the Finnish Communications Regulatory Authority
District Court order of 29 January 2007 N:o 1883 (06/25936)

A DVD-R disc containing five music tracks downloaded by the
petitioners

(tracks:

Smashing Pumpkins: Today

Dallas Superstars: Flash

Radiohead: Creep

Bloodhound Gang: Yummy Down On This

Bloodhound Gang: Hell Yeah)

Statement of reasons for the order of the District Court

Section 60c of the Copyright Act, as it appears in the Act 679/2006, reads
in part as follows:

(1) When seised of an action referred to in section 60b, the court may, on
the request of the author or the representative of the author, enjoin the
maintainer of a transmitter, server or other device, or any other service
provider acting as an intermediary, from making available to the public
material allegedly in breach of copyright (injunction), under threat of a fine,
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unless the injunction is to be regarded as unreasonable in view of the rights
of the person making the material available to the public, the intermediary
and the author.

(2) Before an action referred to in section 60b has been brought, the court
referred to the said section may, on the request of the author or his
representative, issue an injunction if the preconditions referred to in
paragraph (1) for its issue have been met and if it is evident that the rights
of the author would otherwise be seriously prejudiced. The court shall
reserve an opportunity to be heard both for the person against whom the
injunction is sought and for the person making the material allegedly in
breach of copyright available to the public. Service of notice on the person
against whom the injunction is sought may be effected by post, by telefax
or by e-mail. In other respects, the procedure in the case is subject to the
provisions of chapter 8 of the Code of Judicial Procedure.

(3) On request, the court may issue the injunction referred to in paragraph
(2) on an interim basis, without hearing the alleged infringer, if necessary
owing to the urgency of the matter. The interim injunction shall remain in
effect until further notice. Once the interim injunction has been issued, the
alleged infringer shall without delay be reserved an opportunity to be heard.
After hearing the alleged infringer, the court shall without delay decide
whether the interim injunction is to remain in effect or be cancelled.

(4) An injunction issued pursuant to this section shall not prejudice the right
of a third person to send and to receive messages. The injunction shall take
effect when the petitioner posts the security referred to in chapter 7, section
16, of the Enforcement Act (37/1895) with the enforcement officer, in so far
as not otherwise provided in chapter 7, section 7, of the Code of Judicial
Procedure. An injunction issued pursuant to paragraph (2) or (3) of this
section shall expire, if the action referred to in section 60b has not been
brought within one month from the issue of the injunction.

The District Court notes that the present case concems a situation referred
to in section 60c(2) and (3) of the Copyright Act, where there are no
pending copyright infringement proceedings between the petitioners and
the respondent, Mr X (real name hidden).

The provision in section 60c of the Copyright Act has been amended by the
Act 679/2006 in the context of the implementation of Directive 2004/48/EC
of the European Parliament and of the Council on the enforcement of
intellectual property rights (the ‘Enforcement Directive’). In the Government
Bill to the Parliament for the amendment of intellectual property and
copyright legislation (Bill 26/2006), it has been noted, on pages 10-12 and
21-22, that, in order to implement Article 9(4) of the Enforcement Directive,
the new section 60c(3) of the Copyright Act would contain new provisions
on the issue of an injunction without hearing the alleged infringer. In
contrast, the intermediary would always have to be reserved an opportunity
to be heard before the issue of an injunction.

Under section 60c(3) of the Copyright Act, the court could under certain
circumstances issue the injunction on an interim basis without hearing the
alleged infringer. The petitioner would be required to make an express
request for an interim injunction. It would be another precondition that the
urgency of the matter makes it absolutely necessary that the alleged
infringer is not heard. This would be an exceptional measure. Normally,



such circumstances could arise where an immediate interruption is
especially important to the petitioner and it is not possible to hear the
alleged infringer sufficiently quickly. The proposed amendment was in
concord with the provision in chapter 7, section 5(2), of the Code of Judicial
Procedure in its concurrent wording.

According to the Bill, an interim injunction under section 60¢(3) of the
Copyright Act is in effect until further notice. According to chapter 25,
section 1(3), of the Code of Judicial Procedure, an interim injunction is not
open to separate appeal. After issuing the interim injunction, the court
would have to reserve the alleged infringer an opportunity to be heard. The
hearing would have to be carried out without delay. According to the Bill,
the hearing of the alleged infringer may result in the court deciding that the
interim injunction has no basis after all, in which case the injunction would
have to be cancelled.

In order to implement Article 9(6) of the Enforcement Directive, a new provi-
sion would be introduced into the second sentence of section 60c(4) of the
Copyright Act, to the effect that the petitioner is to post security against an
eventual liability to make compensation. According to the provision, the
interim injunction takes effect when the petitioner posts the security referred
to in chapter 7, section 16, of the Enforcement Act with the enforcement
officer, in so far as not otherwise provided in chapter 7, section 7, of the
Code of Judicial Procedure. This provision means that the petitioner would
have to apply for the enforcement of the interim injunction from the enforce-
ment officer, as well as post the security referred to in chapter 7, section
16, of the Enforcement Act with the officer against an eventual liability to
make compensation under section 60c¢(5) of the Copyright Act. The interim
injunction would only take effect when the security has been posted. That
said, the court could waive the security requirement if the criteria referred to
in chapter 7, section 7, of the Code of Judicial Procedure were met.

The Constitutional Law Committee of the Parliament has stated in its opini-
on PeVL 15/2006, on pages 1-2, that the proposal contained in the Bill was
of consequence regarding freedom of expression, as enshrined in section
12(1) of the Constitution of Finland. This fundamental right entails the right
to express, make public and receive information, opinions and other
messages without prior control. For the purpose of the provision, ‘making
public’ means all forms of publication, distribution and intermediation of
messages. The proposal was therefore to be evaluated in view of the
general principles governing the possible restriction of fundamental rights.

The purpose of an injunction is to prevent a situation where material in
breach of copyright is made available to the public. Copyright is one of the
intellectual property rights that enjoy constitutional protection under section
15 of the Constitution. Hence, it was clear that the reasons for the proposed
legislation were legitimate and important in view of the system of constitu-
tional rights. In its opinion PeVL 15/2006, the Constitutional Law Committee
has considered it important that the legislation for the protection of copy-
right takes due note of all relevant fundamental rights. Thus, for instance,
the legislation must not result in unreasonable restrictions of the rights of
copyright holders or of the users of copyrighted works. In its opinion, the
Committee has also cited an earlier opinion (PeVL 7/2005, p.2/1). The ba-
lance between copyright and freedom of expression was to be taken appro-
priately into account also in the interpretation and application of the
proposed legislation.



It has been noted in the opinion of the Constitutional Law Committee that
the point of the above is that the court may issue the injunction only in the
event that this is not unreasonable in view of the rights of the person
making the material available to the public, the intermediary and the author.
The evaluation of reasonableness must according to the Committee also
include the evaluation of the validity of the reasons supplied by the
petitioner in support of the request. Thus, for instance, an injunction cannot
be based merely on the unilateral and subjective views of the petitioner. In
addition, the Committee has stressed that the constitutional requirement of
proportionality means that an injunction must not restrict the making of
material available to the public more than what is necessary for copyright
protection. If the legislation is interpreted and applied along these lines,
there is not conflict between it and the Constitution.

Reganding interim injunctions, the Constitutional Law Committee has noted
that, in addition to the criteria referred to in section 60c(1) of the Copyright
Act, it is also required that the rights of the author would otherwise be
seriously compromised. Before issuing an injunction, the court was to
reserve both the intermediary and the alleged infringer an opportunity to be
heard. The injunction was to expire if an action were not brought within one
month of the issue of the injunction. In the opinion of the Committee, this
legislation was appropriate in view of the requirements of due process and
proportionality, especially with regard to the earlier remarks made by the
Committee.

Reganrding an interim injunction to be issued without hearing the
respondent, the Constitutional Law Committee has noted that the right to
be heard is one of the guarantees of a fair trial, as enshrined in section
21(2) of the Constitution. The Committee has considered that it is in itself
possible to enact such provisions on the issue of an injunction without
hearing the opposing party in case that the party cannot have been heard
as promptly as required by the urgency of the matter. According to the
Committee, not hearing the party may be allowed not only in the event
where it is not in practice possible to arrange a swift hearing and the matter
brooks no delay owing to a special urgency interest, but also in the event
that the opposing party is not known or reachable for the purpose of a
hearing. That said, the Committee has required that the basic principle, that
is, the constitutionally protected right to be heard, is retained in the
legislation. Hence, the main premise in the proposed legislation appears in
section 60c(2) of the Act, where the opposing parly is heard before the
issue of an injunction. The procedure under paragraph (3) of the same
section applies only in exceptional situations, where the urgency of the
matter makes it absolutely necessary to issue the injunction without hearing
the alleged infringer. Accordingly, the proposed legislation was not in
conflict with section 21(2) of the Constitution, especially as the alleged
infringer is to be reserved an opportunity to be heard without delay after the
issue of the injunction.

An interim injunction issued without hearing the alleged infringer is in effect
until further notice. However, on the basis of the Bill it appears that the
purpose of the provision is that the injunction is to be cancelled if the court,
after having heard the alleged infringer, determines that there is no basis
for the injunction, or if the alleged infringer cannot be reached in a
reasonable time.



The Legal Affairs Committee of the Parliament has proposed on page 4 of
its report (LaVM 6/2006), with reference to the points made in the opinion
of the Constitutional Law Committee, that a provision be added to section
60c(3) of the Copyright Act to the effect that, after having heard the alleged
infringer, the court would without delay have to decide whether to retain the
injunction in effect or to cancel it. According to the report of the Legal
Affairs Committee, this provision emphasises the duty of the court to take
the matter promptly under consideration once the alleged infringer has
submitted a statement regarding the requests made in the petition for an
injunction. The Committee adopted a view divergent from that in the Bill in
that the interim injunction was not to be cancelled solely on the basis of the
alleged infringer not having been reached in a reasonable time. If this were
the case, the alleged infringer would be able to get also a well-founded
injunction cancelled merely by evading service of notice.

With reference to the opinion of the Constitutional Law Committee, the
Legal Affairs Committee has stressed on page 4 of its report that the
principle of proportionality was to be taken duly into account when
considering the issue of an injunction under section 60c of the Copyright
Act. The injunction was not to restrict the making of material available to the
public more than necessary for copyright protection. The Legal Affairs
Committee has further referred to the importance that the Constitutional
Law Committee has attached to the need to supplement section 60c(3) with
a provision similar to that in section 60c(2) on the expiry of the injunction in
case the action is not brought within a set time limit. Accordingly, the Legal
Affairs Commiittee has proposed in its report that the threat of the injunction
expiring would be extended also to interim injunctions under section 60c(3).
For this reason, it has proposed that the expiry provision in section 60c(2)
of the Act, thus amended, be moved to section 60c(4). The Committee has
considered it consistent that the time limit for the bringing of the action is
one month regardless of whether the injunction is issued on the basis of
paragraph (2) or paragraph (3).

Regarding the requirement of (compliance with the constitutionally
protected principle of) proportionality, the District Court draws attention also
to the Judgment of the Court of Justice of the European Communities of 29
January 2007 in the case C-275/06 [Productores de Musica de Espafia
(Promusicae) v Telefonica de Espaiia SAU), and especially the reasoning
of the ECJ in paragraphs 42-46 and 61-70 of the Judgment. In response to
the reference for a preliminary ruling by the Juzgado de lo Mercantil N° 5 de
Madrid, the ECJ ruled as follows.

Directive 2000/31/EC of the European Parliament and of the Council of 8
June 2000 on certain legal aspects of information society services, in
particular electronic commerce, in the Intemal Market (‘Directive on
electronic commerce’), Directive 2001/29/EC of the European Pariament
and of the Council of 22 May 2001 on the harmonisation of certain aspects
of copyright and related rights in the information society, Directive
2004/48/EC of the European Parliament and of the Council of 29 April 2004
on the enforcement of intellectual property rights, and Directive 2002/58/EC
of the European Parliament and of the Council of 12 July 2002 conceming
the processing of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy and electronic
communications) do not require the Member States to lay down, in a



situation such as that in the main proceedings, an obligation to
communicate personal data in order to ensure effective protection of
copyright in the context of civil proceedings. However, Community law
requires that, when transposing those directives, the Member States take
care to rely on an interpretation of them which allows a fair balance to be
struck between the various fundamental rights protected by the Community
legal order. Further, when implementing the measures transposing those
directives, the authorities and courts of the Member States must not only
interpret their national law in a manner consistent with those directives but
also make sure that they do not rely on an interpretation of them which
would be in conflict with those fundamental rights or with the other general
principles of Community law, such as the principle of proportionality.

The Danish Supreme Court (Hejesteret) has stated in its decision of 10
February 2006 in the case 49/2005 (TDC Totallgsninger A/S v IFPI
Danmark, KODA, Nordisk Copyrighta Bureau, Dansk Musiker Forbund og
Dansk Artist Forbund, UfR 2006 p. 1474 H) that the users of two IP
addresses (FTP servers “xtcdk.no-ip.org” and “scandi.myfp.org”) had
undertaken an extensive infringement of the petitioners’ rights to musical
works and other rights protected by the Danish Copyright Act
(ophavsretsloven) by making the works available to the public on their
servers. In its decision, the Danish Supreme Court held that the
disconnection of the Intemet service was under the circumstances not
contrary to the principle of proportionality. Regarding this ruling by the
Danish Supreme Court, as published in the periodical NIR 2007 on pages
84-88, the District Court draws attention also to the commentary by Tomas
Riis, Ulovlig transmission af musikvaerker pa internettet. Kommentar
til Hejesterets kendelse af 10. februar 2006, NIR 2007 on pages 89-90,
and to the article by Jan Rosén, Copyright control in Sweden and
Internet uses - file sharers’ heaven or not?, NIR 2008 on pages 95-107
and especially on page 106.

In the volume Kristiina Harenko - Valtteri Niiranen ~ Pekka Tarkela:
Tekijanolkeus - kommentaari ja kiisikirja, Porvoo 20086, it has been
noted on page 551 that in practice the only measure by which an operator
can effectively prevent the distribution of unauthorised material is the
disconnection of the telecommunications service in question, with the result
that also the other communications of the party distributing the material will
be interrupted. Accordingly, injunctions should only be issued in situations
where the use of unauthorised material is extensive or otherwise especially
harmful.

The District Court notes that the ruling invoked by the petitioners (Order of
the District Court of Rauma, 15 May 2007 No 312) is irrelevant as
precedent in this case, or in any other respect, in so far as it is to be
determined what extent of making unauthorised material available to the
public is to be considered extensive or otherwise especially harmful. That
case pertained to the delimitation of copyright violations and copyright
offences, not to the evaluation of circumstances in the light of section 60c
of the Copyright Act.

For instance, it would be a violation of third parties’ rights, and hence
contrary to the provision in question, to disconnect the telecommunications
service of educational establishments, libraries or workplaces. The present
case does not involve such a violation of third parties’ rights or the
endangerment of those rights.
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The District Court draws attention also to the points made by Katarlina
Sorvari in Tekijdnoikeuden loukkaus, Juva 2007 on pages 401-405.

The District Court holds that the documentary evidence (n:os 1-7)
submitted by the petitioners, Finnish Composers’ Copyright Society
Teosto/NCB and Suomen Aéni- ja kuvatallennetuottajat AKT ry (IFPI
Finland), proves with sufficient probability, as required for the purposes of
section 60c(2) and (3) of the Copyright Act, that the telecommunications
service of Mr X (real name hidden) (IP address xxx (hidden)), as referred to
in the petition, has been used extensively for making musical works
protected under section 2 of the Copyright Act available to the public
without the authorisation of the authors. Making the musical works referred
to in the petition extensively available to the public in the said manner
without the authorisation of the producers is not only an infringement of the
exclusive right provided in section 2 of the Copyright Act, but also an
infringement of the producers’ rights under section 46 of the Copyright Act.

The issue of an interim injunction without hearing the respondent, Mr X
(real name hidden), is not unreasonable nor contrary to the principle of
proportionality, especially in view of the petitioners having established a
probability that the number of music tracks made available to the public
from the respondent’s, Mr X’s, IP service (IP address xxx (hidden)), as
listed in the petition and the petitioners’ written statement, has been
markedly large. According to the documentary evidence submitted by the
petitioners, the copyright infringement has pertained to a total of 10,058
musical works; the authors of every work are represented by Finnish
Composers’ Copyright Society Teosto/NCB and the production rights of at
least 3,258 of the works are held by member corporations in IFPI Finland.
The infringement of copyright and related rights committed by using the
respondent's, Mr X's, IP service has in the light of the evidence submitted
to the District Court been so extensive that TeliaSonera Finland Ltd, a party
to the case, must be enjoined on an interim basis, without Mr X being
heard, from the distribution of unauthorised material from the IP service
referred to in the petition (IP address: xxx) under section 60c of the
Copyright Act; this is the case even if the implementation of this interim
injunction were to mean that the telecommunications operator TeliaSonera
Finland Ltd will have to completely disconnect the Internet service based on
the service provision contract between the respondent, Mr X, and
TeliaSonera Finland Ltd. In reaching this conclusion, the District Court has
taken due note also of the mention in the petitioners' written statement of
the respondent having undertaken in his contract with TeliaSonera Finland
Ltd not to infringe anyone's copyright.

The District Court holds that the due process rights of the respondent, Mr
X, have been enforced in respect of the present interim injunction, as the
petitioners, Finnish Composers’ Copyright Society Teosto/NCB and
Suomen Adni- ja kuvatallennetuottajat AKT ry (IFPI Finland), must post a
petitioner’s security with the appropriate enforcement officer before the
injunction takes effect; the provisions governing such security are now
contained in chapter 8, section 2, of the Enforcement Code. There is
nothing in this case that would justify a waiver to the petitioners of the
requirement of security under chapter 7, section 7, of the Code of Judicial
Procedure. The security required of the petitioners
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under chapter 8, section 2, of the Enforcement Code shall be of an amount
that covers the costs and the damage referred to in section 60c(5) of the
Copyright Act.

Dismissing the remainder of the requests, the District Court has decided
the case as follows in the operative statement.

OPERATIVE STATEMENT

The District Court issues an injunction against TeliaSonera Finland Ltd, a
party to the case, prohibiting the making of material in breach of copyright
available to the public from the telecommunications service of the
respondent, Mr X (IP address xxx), under threat of a fine of EUR 30,000.

In accordance with section 60c(4) of the Copyright Act, this interim
injunction prohibiting the making of material available to the public takes
effect once the petitioners, Finnish Composers’ Copyright Society
Teosto/NCB and Suomen Aéni- ja kuvatallennetuottajat AKT ry (IFPI
Finland), have posted a petitioner's security with the appropriate
enforcement officer, as provided in chapter 8, section 2, of the Enforcement
Code.

The District Court serves ex officio notice of this order on TeliaSonera
Finland Ltd, a party to the case, and reserves the respondent Mr X an
opportunity to be heard before the issue of a regular injunction in the case
at hand.

The petitioners, Finnish Composers’ Copyright Society Teosto/NCB and
Suomen Aini- ja kuvatallennetuottajat AKT ry (IFP1 Finland), must take the
following measures:

* no later than Friday, 11 July 2008, implement this interim injunction
prohibiting the making of material available to the public

¢ no later than Friday, 25 July 2008, deliver an account to the District
Court on the implementation of this interim injunction prohibiting the
making of material available to the public.

The petitioners may request an extension to the deadlines referred to
above or the setting of a new deadline. The request for an extension or for
a new deadline must be filed within the respective deadline.

Effect of the interim injunction; deadline for the action referred to in section 60b of the
Copyright Act

This interim injunction prohibiting the making of material available to the
public remains in effect until further notice.

In accordance with section 60c(4) of the Copyright Act, this interim
injunction expires, unless the petitioners bring the action referred to in
section 60b of the Copyright Act within one month of the issue of this
interim injunction.

Legislation applied in the order

Copyright Act, section 60c
Enforcement Code, chapter 8, section 2
Code of Judicial Procedure, chapter 7, section 7

Other provisions applied in the order
Directive 2004/48/EC of the European Pariament and of the Council on the



enforcement of intellectual property rights, Article 9
APPEAL PROHIBITION

In accordance with chapter 25, section 1(3), of the Code of Judicial
Procedure, this order is not separately open to appeal.

(signature)
Ari Wirén
District Judge
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FORBRUGERRADET
FORBRUGERPANELET

Forbrugerpanelet om digital adfeerd

Mere end halvdelen af forbrugerne har erfaring med at kopiere egen-indkebt musik til egen brug i
l.eks. sommerhuselt, bilen eller lignende, og knap % har kopieret musik, de har lant af venner eller
pa biblioteket, til eget brug. Begge dele er stort set ligesa udbredt som i februar 2007, hvor
Forbrugerradet spurgte et udsnit af befolkningen om tilsvarende.

Selvom det kun er hver femte forbruger, som angiver at have kopieret musik, de har kebt til
personer uden for deres husstand, har naesten hver anden forbruger modtaget kopier af musik fra
personer uden for deres husstand. Ogsa denne tendens er p4 niveau med 2007.

Med hensyn til film er det vaesentlig faerre, som har tilsvarende erfaring. Mest udbredt er det, at
have modtaget kopier af film fra personer uden for ens husstand, som 30% af forbrugerne angiver
at have faet.

Nar forbrugerne keber musik over Internettet, kan de opleve, at de - selvom de har kebt musikken
pa loviig vis - kun ma kopiere musikken et vist antal gange. Forbrugerne er delt i spargsmélet, om
det overordnet set er rimeligt.

Men, hvis spaerringerne er der af hensyn til musikerens rettigheder, mener et mindre flertal pa
47%, at det er rimeligt, mens 36% stadig holder fast i, at det ikke er rimeligt. Er spaerringerne dog
palagt af hensyn til forhandlerne af musikken, er det kun 30% af forbrugerne der fortsat mener, at
spagrringerne er rimelige, mens knap halvdelen ikke mener, at det er rimeligt.

Endelig viser undersegelsen, at meget fa forbrugere har erfaring med at downloade eller uploade
musik og/eller fim til de sékaldte fildelingshjemmesider p4 Internettet.

Stort set ingen af forbrugerne har sendt eller solgt digitale kopier til andre via e-mail.

Neesten alle forbrugere har adgang il Internettet fra deres private bolig, og knap % har adgang via
deres eget tradlase netvaerk, som | fire ud af fem tilfaelde er krypteret.

Uanset hvilken type adgang forbrugeren anvender til at fa4 komme pé Internettet, er der installeret
en firewall og et antivirus-program p4 computeren. Mindre en 0,5% af forbrugerne, som har
adgang il Internettet fra deres private bolig, har hverken installeret en firewall eller et antivirus-
program pé deres computer.

Forbrugerradet har stillet sit Forbrugerpanel om en reekke adfeerds- og holdningsbaserede
spergsmal om musik, film og digital adfaerd. Resultaterne er baseret pa svar fra 1.101 danske
forbrugere over 18 ar.

BEFOLKNINGEN
ALDER RESPONDENTER  OVER 18 AR

Det skal bemaerkes, at forbrugere i alderen 18-30 ar er 18 - 30 &r 19,3%
underrepraesenteret i undersagelsen, jf. tabellen til hgjre. 81-50ar | 421%  368%
51 - 65 &r

Over 65 ar
Kilde: Danmarks Statistik og Forbrugerradet

Undersegelsen er gennemfart i perioden 29. januar — 13. februar 2009.
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Forbrugerridets undersegelse af forbrugernes adfzerd pi internettet.



FORBRUGERRADET
FORBRUGERPANELET

Spergsmal 1 - ALLE
Har du kopieret musik og/eller film, du har kebt, f.eks. cd'er, dvd'er, MP3-filer m.fl., til eget brugi
eksempelvis din bil, sommerhuset o.lign.?

BMMUSIK_09 OMUSIK_07 BFiLM
90% - 90% ALDERSFORDELING 2009
20% 80%
0% 0% MUSIK FILM
§ 60% 60% 2 Ja Nej Ja Nej
g 50% 4 o 50% 2 18-304r] ©34%  31,7%| 146%  80,5%
el ?"_".': 40% 3 31-504r] 639%  352%| 216%  77,5%
'E 3“ 4 :{; F: so“ § ¢1 Eh ¥ {d
20% | £ — 20% ~ 51-65ar] 457% 529% 93%  90,0%
& [
10% - - — L 10% Over654arl 316% e7.7%]  60%  932%
0% s _— i 0% ALLE| 529% 453%] 14,4% &47%
Ja Nej Vad ikke

Kilde: Forbrugerridet

Det er betydeligt mere udbredt at kopiere egen-indkabt musik til brug i f.eks. sommerhuset eller
bilen end at gere tilsvarende med film. Hvor mere end halvdelen af forbrugerne har kopieret musik,
de har kebt, f.eks. cd'er, dvd'er, MP3-filer m.fl., til eget brug i eksempelvis bilen, sommerhuset
o.lign., har kun 14% gjort tilsvarende med film.

| forhoid til 2007 er der tale om en lille reduktion i andelen, som har kopieret musik til disse formal.

Spoergsmal 2 ~ ALLE
Har du kopieret musik og/eller film, som du har Iant p4 biblioteket, af venner eller kollegaer, til eget
brug?

B MUSIK_03 EMUSIK_07 aFrm
100% T 100% ALDERSFORDELING 2009
90% 90%
80% |- L 80% MUSIK FILM
€ 70% 70% 2 Ja Nej Ja Nej
,§_ 60% 1 - 60% 2 1830 4r] 366%  585%] 49%  92,7%
a2 50% - - 50% =
3 aox 40% g 31-50 &r] 363% 629%| 11,9%  87,3%
& 30% 4 - 30% 3 51654ar] 257% 743% 57%  943%
20% 20%
Over 65 &r] 226% 76,7% 38%  955%
10% - - 10%
0% L 0% ALLE] 303%  69,1% 81%  91,4%

Ja Nej Ved tkka
Kilde: Forbrugesridet

Lige over 30% af forbrugerne har tilkendegivet, at de har kopieret musik, som de har iant pa
biblioteket eller af venner/kollegaer til eget brug, men blot 8% har gjort tilsvarende med film.

I forhold til 2007 er der tale om en stort set usendret andel, som har kopieret musik, de har lant af
andre eller pa biblioteket til eget brug.



FORBRUGERRADET
FORBRUGERPANELET

Sporgsmal 3 — ALLE
Har du kopieret musik og/eller film, du har kebt, f.eks. cd'er, dvd'er, MP3-filer m.fl., til personer
uden for din husstand, eksempelvis venner og kollegaer?
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] Naj Vad ikke
Kilde: Forbrugerrddet

Hvor mere end halvdelen af forbrugerne har kopieret musik, som de har kebt til eget brug, er det
mindre end /s, som har kopieret musik, de har kabt til personer uden for deres husstand. Det er
svagt faerre end hvad forbrugerne tilkendegav i 2007.

Endnu feerre har gjort tilsvarende med film, de har kebt; blot 5% bekraefter at have kopieret film, de
har kebt, til personer uden for husstanden, mens 14% har gjort det til yderligere eget brug — if.
spargsmal 1 ovenfor.

Spergsmal 4 — ALLE
Har du faet kopier af musik og/eller film pa hjemmebraendte cd'er eller dvd'er, eller som
komprimerede filer, af venner, kollegaer eller andre?

WMUSIK_0% OMUSIK_07 BFiM

ALDERSFORDELING 2009
MUSIK FILM
Ja Nej Ja Nej
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Andef i procent
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Ja Naj Ved ikke
Kilde: Forbrugerrddet

Selvom kun /s af forbrugerne har kopieret musik, de har kabt, til personer uden for deres
husstand, jf. spgrgsmal 3, har taet pa halvdelen dog modtaget kopier af musik fra personer uden
for deres husstand. Det er svagt end i 2007, hvor 53% af forbrugerne bekraeftede tilsvarende.

Med hensyn til udvekslingen af kopier af film, er der ogsa en stor forskel; knap 30% af forbrugerne,
har modtaget hjemmebrzendte kopier af film fra personer uden for deres husstand, men blot 5%
har kopieret film, de har kebt, til personer uden for husstanden.



FORBRUGERRADET
FORBRUGERPANELET

Spergsmal 5 — ALLE
Har du kebt musik og/eller film i et komprimeret format p4 internettet?
Komprimerede filer kan veere i formater som MP3, AAC, WMA, WMV, o.lign.
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Ja Nej Vad ikke
Kilde: Forbrugerridet

Blot /s af forbrugerne har pravet at kabe komprimerede musikfiler pa Internettet, og beskedne 3%
har kabt komprimerede film pa Internettet.

I forhold til 2007 er andelen af forbrugere, som har gjort tilsvarende med musik, stort set uzendret.

Begresensninger pa download

Nar man keber musik over Internettet kan man opleve, at man - selvom man har kebt musikken p4
loviig vis - kun méa kopiere musikken et vist antal gange. Eller at den kun virker ved brug af seerlige
afspilningsprogrammer, eller at man kun mé overfare den til en MP3-afspiller et vist antal gange.

I relation hertil er forbrugerne blevet bedt om at angive deres mening om tre udsagn:

Spergsmal 6 — ALLE
Er det overordnet set rimeligt, at der er spaerringer pa musikfiler, du har kebt og downloadet via
Internettet, der begraenser din brug af musikken efterfalgende?

50% 50%
0% - ALDERSFORDELING 2009
Ja Nej
§ 30% 30% g 18-30 ar 34,1% 51,2%
4 g - 30,9% 53,3%
__: 205 | 20% 3 31-50 &r
z 3 51-65 &r 47,8% 33,0%
10% - 10% Over 65 ar 51,9% 22,6%
0% l 0% ALLE 40,5% 41,2%
Ia Nej Ved ikke

Kilde: Forbrugerradet

Forbrugerne er stort set lige delt i deres mening om, det genereit er rimeligt, at spaerringer
begraenser deres brug af musik de har kebt og downloadet via Internettet.

41% mener ikke, at det er rimeligt, mens 40% mener, at det er rimeligt.

18% har ikke taget stilling til udsagnet (ikke vist i tabel).



FORBRUGERRADET
FORBRUGERPANELET

Spergsmal 7 — ALLE
Er det rimeligt, at der er spaerringer pa musikfiler, du har kebt og downloadet via Internettet,
der - af hensyn til rettighedshaver (f.eks. musikeren) - begraenser din brug af musikken

efterfaigende?

50% - R T 50%
p— 0% ALDERSFORDELING 2009
Ja Nej
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- J ‘ . | ox ALLE 47,1% 35,8%

Ja Naj Vad ikke
Kilde: Forbrugesridet

Safremt begraensningemne for efterfalgende brug af kebt og downloadet musik er af hensyn til
musikeren, mener flere forbrugere, at det er rimeligt, at speerringerne er der; 47% mener i s4 fald,
at det er rimeligt, at der er begraensende spzerringer pa kebt og downloadet musik, mens 36%
mener, at det ikke er rimeligt. 17% kan fortsat ikke tage stilling.

Sporgsmal 8 — ALLE
Er det rimeligt, at der er spaerringer pa mussikfiler, du har kebt og downloadet via Internettet,

der - af hensyn til forhandleren - begraenser din brug at musikken efterfeigende?
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Ja Nej Ved lkke
Kilde: Forbrugerridet

Hvis de begraensende speerringer pa kebt og downloadet musik derimod er af hensyn til
forhandleren, mener fzerre forbrugere, at de begraensende spaerringer er rimelige. 31% finder det
rimeligt, at begreensende spzerringer er installeret af hensyn til forhandieren, mens knap halvdelen
af forbrugerne ikke mener, at det er rimeligt.

Hver femte forbruger kan fortsat ikke tage stilling.



Distribution af digitale filer

Sporgsmal 11 — ALLE
Har du sendt digitale kopier af musik og/eller film til andre via e-mail?

RMUSIK_09 CMUSIK_07 BFilM
12096 s e e e e 100%
90%
100% iy
E  gox 70%
g 60%
& 0% 50%
3 I3 [ 40%
§ 0% - 30%
20% [ 20%
10%

0% - == - 0%
Ja Vad ikke

Kilde: Forbrugerridet

FORBRUGERRADET
FORBRUGERPANELET

ALDERSFORDELING 2009
MUSIK FiLM
Ja Nej Ja Nej

18-30 ar 7.3%  87,8% 0,0%  97,6%
31-50 &r 50%  94,0% 0,8%  98,1%
51-65 &r 25%  97,3% 0,5%  99,5%
Over 65 &r 1,5%  97,0%) 1,5%  97,0%
ALLE 36%  954% 67%  98,5%

Blot 4% af forbrugerne har sendt digitale kopier af musik til andre via e-mail, og mindre end 1% har
sendt digitale kopier af film via e-mail.

| forhold til 2007 er det en svagt mindre andel af forbrugerne, som har sendt digitale kopier af
musik via e-mail.
Som det fremgar af figuren herunder har stort set ingen solgt digitale kopier af musik/film til andre.

Spergsmal 12 — ALLE
Har du solgt digitale kopier af musik og/eller film til andre?
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Ja
Kilde: Forbrugerridet

Nej

Vad ikke

0,2% af forbrugerne har solgt digitale kopier af musik, mens 0,1% har solgt digitale kopier af film.

Alle er over 30 ar.

Der er ingen aendring i forhold til 2007.



FORBRUGERRADET
FORBRUGERPANELET

Spergsmal 15 — HVIS ADGANG TIL INTERNETTET

Har du installeret en firewall pa din private computer?
En firewall er et program, der kan kontrollere hvad der kommer ind og ud af din computer. Ved hjaelp af en firewall kan
man f.eks. definere hvilke hjemmesider en computer ma udveksle informationer med,

BO% a - 80%
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60% ——+ 60% > Ja Nej
‘§ e 0% 2 18-304r]  70,7% 19,5%
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& 20% 1 20%
Over 65 ar 64,7% 19,5%
ol ; ; L oic ALLE 76,6% 12,1%

Ja Nej Ved ikke
Kilde: Forbrugerrddet

Knap fire ud af fem af forbrugere med adgang til Internettet fra deres private bolig har installeret en
firewall pa deres private computer. 12% har ingen firewall, og yderligere 11% ved ikke, om de har
en firewall.

Sporgsmél 16 — HVIS ADGANG TIL INTERNETTET

Har du installeret et antivirus-program pa din private computer?
Et antivirus-program har til formal at beskytte din computer fra skadelige virus, som kan komme ind i din computer, f.eks.
via hjemmesider, du beseger, eller e-mails du modtager.
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Ja Nej Ved ikke
Kilde: Forbrugerridet

95% af forbrugerne, som har adgang til Internettet fra deres private bolig, har installeret et
antivirus-program pa deres private computer. Blot 4% har intet antivirus-program pa deres private
computer, og 1% ved ikke, om der er installeret antivirus-program pa deres private computer.

0,5% af forbrugerne, som har adgang til Internettet fra deres private bolig, har hverken installeret
en firewall eller et antivirus-program pa deres computer.



FORBRUGERRADET

Forbrugernes adgang til Internettet
Spergsmal 13 — ALLE
Har du adgang til Internettet fra din private bolig?
Ja, vis at kabel
Ja, via mit tradiest natveerk ALD.E RSPORDELING 2009
Ja,via Ja, via Ja, via Nej, jeg
Ja,viset  mit andres ' har ikke
Ja, viz mobiit bredbind kabet tradiese tradlose br':db ang 2dgang til
netvaerk netvaerk Internettet
Ja, via andres tridigse netvaerk, som 18304ar] s8% 683% 0,0% 24% 0.0%
jag kobler mig pd
Nej, Jeg har ikke adgang tH Internattet 31-504r 50'3:‘ s e e i
fra min private bolig 51-854r| cos%  253% 0.2% 13,2% 0,7%
Over65ér| 594%  19,5% 0,8% 19,5% 0,8%
Ved ikke ALLE| s47% 327  or%  wax o7
T L
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Kilde: Forbrugerrddet Andeli procent

99,2% af forbrugerne har adgang til Internettet fra deres private bolig.

Flertallet, 55% far adgang via et kabel, mens 11% far adgang via mobilt bredband. Knap 1%
angiver, at de far adgang til Internettet ved at koble sig pa andres tradiese netvaerk, mens taet pa
% far adgang via deres eget tradlese netvaerk.

Spoergsmal 14 — HVIS ADGANG TIL INTERNETTET SKER VIA EGET TRADL@ST NETVAERK

Er det tradlose netvaerk, som du er tilsluttet, krypteret?
Krypteringer sikrer, at udenforstdende ikke kan fa adgang til dit netveerk, f.eks. at de ikke kan koble sig p& din
Internetforbindelse, og at de ikke kan laese din e-mail- og Internetkommunikation.
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Ja Ne) Ved ikke
Kiide: Forbrugerridet

Knap fire ud af fem forbrugere, som far adgang til Internettet via eget tradlast netvaerk, far det via
et krypteret netvaerk. Lige over hver tiendes tradlese netveerk er ikke krypteret, mens 12% ikke
ved, om deres netveerk er krypteret.



FORBRUGERRADET
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Brug af fildelingshjemmesider

Sporgsmal 9 — ALLE
Har du downloadet musik og/eller film fra sakaldte fildelingssider pa Internettet uden
rettighedshavers tilladelse, eksempelvis LimeWire, Kazaa, PirateBay el.lign.?
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Ja Naj Ved ikke
Kilde: Forbrugerridet

Det er en meget begreenset andel af forbrugerne, som har erfaring med at downloade musik eller
film fra de sékaldte fildelingssider uden rettighedshavers tilladelse; 8% har provet at downloade
musik fra denne type sider, hvilket er svagt fzerre end i 2007. 4% har pravet at downloade film.

Det er i haj grad forbrugere under 50 &r — og isaer under 30 ar — der har angivet, at de downloader
musik/ film fra denne type hjemmesider, og i mindre grad forbrugere over 50 &r, jf. tabel ovenfor.

Det samme gar sig gaeldende blandt de — dog meget fa — forbrugere, som har provet at ligge
musik og/eller film til radighed for andre pa fildelingshjemmesider.

Spergsmal 10 — ALLE

Har du lagt musik og/eller film til radighed for andre pa Internettet uden rettighedshavers tilladelse,
eksempelvis pa fildelingshjemmesider?
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In Nej Ved ikke
Kilde: Forbrugesrddet

Sma 1,5% af forbrugerne har lagt musik til radighed for andre pa Internettet uden rettighedshavers
tilladelse, mens 1% har gjort det med film. Det er igen de yngre torbrugere under 30 &r, som har
erfaring hermed, mens forbrugere over 50 ar stort set ingen erfaring har hermed.

Da forbrugerne i 2007 blev spurgt om det samme med hensyn til musik, var det en tilsvarende
beskeden andel af forbrugerne, som svarede ja.



